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NCP   NUROCOR CLINICAL PLATFORM 
TECHNICAL PERSPECTIVE



NCP Technical Perspective

As part of its mission to bring order to clinical 
data, Nurocor has developed the Nurocor 
Clinical Platform (NCP). The NCP provides a 
broad range of functional capabilities supporting 
key Data Standards, Clinical Lifecycle activities, 
and processes; and is built to be future proof 
based on state-of-the-art architecture and 
leading open source technologies. This combined 
approach delivers a full set of shared technical 
capabilities based on three core principles:

   • Modularity and flexibility
   • Scalability, resiliency and security
   • Openness and pluggability

This whitepaper explores each core principle in 
turn, elaborating on key aspects of the NCP and 
what each delivers to customers and partners.

Introduction
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Modularity and Flexibility

Microservice-Based Architecture
Microservices emerged onto the software 

engineering forefront in the early 2010s as an 

alternative to more traditional monolithic 

development approaches. The core principle 

behind a microservice-based architecture is 

separation of concerns – each microservice has 

full responsibility for a cohesive set of objects and 

delivers capabilities supporting the creation and 

use of those objects via well-defined APIs. While 

microservices can (and typically do) establish 

dependencies on other microservices deployed 

within a microservice-based platform, each 

microservice is an independently deployable unit. 

A microservice architecture inherently leads to an 

incremental development approach, with multiple 

teams building out platform capabilities in parallel. 

Such an architectural approach is ideally suited for 

modern Continuous Integration/Continuous 

Delivery (CI/CD) development techniques, as each 

team is free to update its microservice 

independently of all other teams throughout the 

development cycle as long as that microservice 

adheres to its previously agreed-to API contract. 

Thus, microservice-based architectures are 

invariably coupled with agile test-driven 

development methodologies where all newly 

committed code is accompanied by a suite of 

automated tests run with every build to ensure 

contract conformance. Nurocor conforms to these 

principles throughout its development and 

delivery of NCP.

Support for Multiple
Programming Languages
Because each microservice is independently 

developed and deployed, a microservice 

architecture inherently enables support for 

multiple programming languages, thereby allowing 

each team to select a language of choice best 

suited to their development needs. One key 

benefit of this flexibility is the ability to choose 

from the wide range of available language-specific 

open source projects free from language 

constraints when making initial design decisions 

for a particular microservice. The Nurocor team is 

proficient in Java and Node.js and so has 

developed NCP microservices based on those 

languages, but there is nothing preventing Nurocor 

(or its partners and customers) from selecting 

alternative languages for future microservice 

development. As part of its support for Java and 

Node.js, Nurocor has developed baseline 

microservice frameworks for each language that 

serve as templates for development teams 

beginning development of a new microservice. 

Such templates ensure consistency in 

development approach and increase development 

velocity as no time is spent reinventing the wheel 

for core microservice facilities.

Choice of Data Persistence Platforms
Another benefit of a microservice-based 

architecture is the freedom given to each 

microservice team to select an appropriate 

technology for persisting its data. NCP provides 

PostgreSQL (relational), ElasticSearch (document) 

and ArangoDB (document/graph blend) instances 
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with each deployment, with near-term plans to add 

support for an RDF Triple Store (graph) persistence 

platform to the mix. All persistence platforms installed 

with an NCP instance are sharable across multiple 

microservices, with each microservice maintaining its 

own data partition according to the mechanisms 

supported by the selected platform. By providing 

relational, document-oriented, and graph-oriented 

persistence platforms out of the box, NCP ensures 

that each microservice is free to implement its data 

model in the most efficient manner based on the 

requirements placed on that microservice.

API-Driven
NCP microservices need to communicate with each 

other and, as one would expect from a modern 

application platform, they do so via API calls. NCP 

microservices are “GraphQL first” in nature, exposing 

core Create/Read/Update/Delete (CRUD) actions on 

their business objects via GraphQL queries and 

mutations. GraphQL, originally developed by 

Facebook as part of its microservice-based platform 

architecture, provides two important features that 

make it especially well-suited for such development:

 • Federation: GraphQL supports the concept of API 

federation, where each microservice contributes 

its business object declarations to an 

all-encompassing graph spanning the entire set of 

business objects deployed into the platform. As 

each new microservice is deployed into the 

platform, it augments this object graph with the 

new objects for which it has responsibility. A 

GraphQL API consumer can in turn initiate a 

single API query that spans as much of the graph 

as is needed, with server-side infrastructure 

efficiently merging the content to support the 

API request.

 • Field (Attribute) Selectivity: as a natural 

complement to business object federation, 

GraphQL also allows API consumers to 

precisely identify which object fields 

(attributes) are to be returned in query 

results. This eliminates the potential concern 

of very large datasets being returned to the 

client in response to a broad query 

invocation, while at the same time 

eliminating the need to implement multiple 

purpose-specific APIs supporting various 

combinations of object content to suit the 

needs of the client.  

While GraphQL is appropriate for most 

microservice APIs within NCP, there are cases 

where more traditional REST-oriented APIs are 

more suitable. Each microservice team 

determines the best combination of APIs to 

support the delivery of its capabilities. 

Seamless Cross-App Navigation 
Through a Common UI Framework
Up to this point our discussion has been focused 

on what is traditionally referred to as the server 

side, or backend of an application. NCP ensures 

clear separation of presentation from business 

logic through a set of Node.js-based applications 

exposed to browser-based end users, each of 

which securely communicates with underlying 

microservices via APIs. All app-to-microservice 

calls pass through a purpose-built API Gateway 

included as part of the NCP core (more on this 

topic later in the whitepaper). Each UI 

application is deployed as a peer element within 

a consolidated UI framework, sharing common 

look-and-feel and navigational elements via 

incorporation of Vue-based shared UI library 

components and thereby presenting the end-user 

with a seamless transition across applications. NCP 

also provides as part of its core deployment a set of 

shared UI capabilities supporting login, a 

cross-application dashboard (landing page) where 

users can track platform activities of interest, and 

administrative functions such as user and role 

management.  

Cloud Platform Independence
Nurocor has taken care to ensure that NCP can 

leverage advanced cloud platform services while at 

the same time preserving its independence from 

specific cloud platform lockdown mechanisms. While 

NCP can and does use cloud-hosted services (e.g., 

Amazon’s RDS for PostgreSQL) where appropriate, it 

is not tied to those services. Likewise, all deployment 

images are based on purely open source executables 

such as Ubuntu Linux rather than being tied to a 

cloud-specific version of such executables. This gives 

Nurocor and its customers and partners the 

flexibility to deploy to any modern cloud platform. 

Scalability, Resiliency
and Security

Docker/Kubernetes Deployment 
Backbone
A key aspect to any enterprise-class software 

platform is effective DevOps execution – how 

does an IT organization efficiently deploy and 

manage the various components making up the 

platform to support the demanding Service-Level 

Agreement (SLA) criteria expected by large 

enterprises? To support such demanding 

requirements for application deployment and 

delivery, the software industry has largely 

coalesced around the combination of stateless 

containerized executable instances (Docker) 

managed by a robust container orchestration and 

automation platform (Kubernetes), and Nurocor 

is no different in this regard. 

Docker containers provide the common 

deployment element for NCP’s 

Kubernetes-managed instances. Each NCP UI 

application, microservice or other executable 

element is built as a Docker container that 

includes the base operating system (Linux in the 

case of Nurocor-provided microservices and UI 

applications) along with any other runtime 

components necessary for its operation. 

Deployment-specific aspects (such as 

connectivity to a microservice’s underlying 

persistence store) are specified via parameterized 

Docker-specific deployment documents that in 

turn consume a set of NCP-instance-specific 

parameters. This abstracted deployment approach 

enables Nurocor to quickly specify and create a 

new NCP instance on demand for cloud-based 

installations. On premises installations may require 

a bit more up-front configuration to align with 

enterprise infrastructure and deployment 

practices, but once this initial setup work is 

completed, further installation management 

becomes very straightforward.

The Kubernetes runtime platform is designed to 

work with containerized deployment images 

(Docker being the primary example). Kubernetes 

provides robust support for secure API registration 

and interservice communication, automated 

instance monitoring (including restart of failing 

instances), cluster management for purposes of 

scalability, and a common means of configuring 

deployments in a templatized manner to easily 

support cloud-hosted (both Nurocor-based and 

customer-specific) and traditional on premises 

deployments. This layered template approach 

allows Nurocor to precisely control variable 

elements of platform deployment at multiple levels, 

fine-tuning each NCP instance to specific customer 

needs and expectations.

Support for Synchronous (HTTP) and 
Asynchronous (AMQP) Communications
While Kubernetes provides a private (10.x.x.x) IP 

network suitable for secure HTTP-based 

synchronous interservice communications as part 

of its base deployment, there are scenarios where 

asynchronous communications between services is 

a preferred or even necessary model. To this end, 

every NCP installation is deployed with a dedicated 

RabbitMQ instance thereby facilitating 

AMQP-based publish/subscribe (“pub/sub”) and 

asynchronous “set and forget” communications 

modes for NCP-deployed services. 

Pub/sub is particularly useful for loosely coupled 

cross-service updates; e.g., microservice A 

persists an update to a business object of general 

interest and publishes the particulars of that 

update to an AMQP topic. Other microservices 

(e.g., microservice B) interested in such an 

update register a subscription to that topic with 

the RabbitMQ instance at startup time and 

subsequently receive any notifications sent to 

that topic as appropriate. For example, the NCP 

Notification service subscribes to a designated 

well-known “notification item” topic; other NCP 

microservices can publish messages to this topic 

when actions of potentially broader interest 

have occurred, with the Notification service 

responsible for managing the various channels 

(e.g., email, collaboration platform team/channel, 

NCP dashboard) that various users have 

registered as their preferred notification paths. 

RabbitMQ’s guaranteed delivery mechanism 

relieves the publisher of all further 

responsibilities for the emitted message once it 

receives initial acknowledgement of message 

receipt. Of particular note is that such 

communications readily enable incremental 

expansion of NCP platform capabilities; each 

new microservice simply publishes to and 

registers for its topics of interest and acts on 

topic activity per its functional responsibilities. 

The publisher need not have any awareness of 

message consumers; it simply emits relevant 

messages as appropriate for the underlying 

microservice activity. The subscriber need not 

have any awareness of the specific microservice 

which emitted any one specific message for a 

designated topic; it simply acts on the message per 

its topic responsibilities.  

Set and forget asynchronous messaging supports 

another use case that is particularly important to 

regulated industries such as pharmaceuticals. FDA 

regulation 21 CFR Part 11 mandates that all 

business activities affecting the clinical development 

lifecycle produce audit trail entries documenting 

what activity occurred, who executed the activity 

and when the activity was executed. To fulfill this 

mandate, an NCP microservice simply sends an 

appropriate audit message to the RabbitMQ 

instance embedded within the NCP installation; 

once the microservice receives acknowledgement of 

message receipt from RabbitMQ it is assured that 

the associated audit record will eventually be 

persisted per 21 CFR Part 11 requirements.

Secure API Gateway Perimeter
As an API-driven platform, NCP must of course 

provide external access to microservice APIs both 

for use by NCP UI applications as well as for 

cross-platform integration purposes (e.g., 

rules-driven clinical data transformation engines 

converting study collection data to tabulation and/or 

analysis datasets). To support these requirements, 

Nurocor has developed a lightweight API Gateway 

component that is deployed as part of every NCP 

instance. This API Gateway component supports 

three key capabilities:

 • Secure API perimeter for server-side functional 

and utility microservices

 • Flexible user authentication via a pluggable 

authentication framework

 • GraphQL federation as described previously 

in the API-Driven section above

As part of its implementation, the NCP API 

Gateway takes advantage of robust Node.js 

open source components for API security and 

user authentication. The API Gateway serves as 

an SSL termination point for inbound API calls, 

ensuring encrypted communications outside of 

the Kubernetes-enabled NCP secure zone (i.e., 

private IP network). All incoming API calls must 

include valid NCP user credentials or the API 

Gateway will reject the invocation (more on how 

the API Gateway manages user credentials in 

the Pluggable Authentication section below). 

Once the API Gateway has determined that the 

invocation is valid, it forwards the call to the 

correct microservice (which has previously 

registered its externally-exposed APIs with the 

gateway during platform startup) via HTTP over 

the Kubernetes-provided internal network, 

passing an NCP-specific user token which the 

target microservice uses to confirm that the 

requesting user has the appropriate role or roles 

required to execute the requested operation.

Pluggable Authentication
Secure and reliable user authentication is a 

critical element of platform security. As is the 

case with all modern application platforms, the 

NCP API Gateway delegates authentication 

responsibility to an external authority. Through 

the Strategy design pattern as implemented by 

the open source authentication component 

embedded within the API Gateway, NCP 

supports over a dozen authentication methods 

ranging from direct LDAP integration to 

SAML-based SSO, OpenID, OAuth 2.0 and other 

externalized Identity Provider (IDP) techniques. 

Once a user credential has been validated (either via 

direct LDAP-based login or SSO-based redirection to 

an IDP), the API Gateway converts the associated 

userid and other session-specific parameters into a 

JSON Web Token (JWT) for use by the NCP UI or 

other external client. It then becomes the client’s 

responsibility to maintain the JWT in encrypted 

form and include it in all API calls for the duration of 

the user session.

Modern Platform Administration Tools
As shown in the previous sections of this whitepaper, 

Nurocor is a strong believer in not reinventing the 

wheel when suitable technologies exist in the open 

source community. This mindset extends to NCP 

instance administration. The Rancher open source 

project provides a highly capable browser-based UI 

console for administering Kubernetes installations. 

Likewise, Kibana is an ideal UI client for accessing 

Elasticsearch-persisted NCP Platform logs (both 

audit and technical/debug).

For Nurocor-hosted NCP instances, these 

administrative tools sit alongside the broad range of 

administrative capabilities provided by Amazon Web 

Services. For example, Amazon’s PostgreSQL RDS 

provides configurable automated backup facilities 

that greatly simplify Nurocor’s ability to meet any 

customer’s Recovery Point mandate within an 

agreed-to SLA. 

Openness and pluggability

Loosely Coupled Integration via APIs
All NCP APIs externalized via the API Gateway 

are available for partner and customer 

integration. Software providers such as 

Accenture and eClinical Solutions currently take 

advantage of this ready access to NCP content, 

and many Nurocor customers also implement 

special-purpose utilities using these APIs 

(including SQL read-only data views where 

available). NCP microservices also directly 

integrate via API calls with partner platforms 

such as Medidata Rave and Pinnacle 21. When 

integrating with products lacking support for 

direct API-based access, NCP produces exports 

in both industry standard (e.g., ODM, Define.xml 

and RDF) and product specific (e.g., Medidata 

Rave ALS and Oracle Inform CSML) formats.

Internal Platform Integration via Shared 
Utility Microservices and UI Components
NCP is designed from the ground up to support 

seamless deep integration. As the platform 

matures, Nurocor will fully document all utility 

microservices such as Log/Audit, Notification, 

Role-Based Access Control (RBAC), and 

Workflow for use by partner and customer 

functional microservices. In addition, partners 

and customers choosing Java or Node.js as their 

implementation language will be able to base 

their microservices on prebuilt frameworks 

as discussed previously in the Support for 

Multiple Programming Languages section 

above, and they will have direct access to the 

shared persistence options provided by the 

platform. Lastly, customers and partners can 

choose to directly integrate with NCP at the 

UI level by taking advantage of the 

Vue-based UI integration library described in 

Seamless Cross-App Navigation Through 

Common UI Framework. 

Conclusion

Nurocor’s NCP provides industry-leading clinical 

lifecycle capabilities in a robust and future-proof 

shared platform. Leveraging leading open source 

products and components, Nurocor delivers on 

the principles of modularity and flexibility; 

scalability, resiliency and security; and openness 

and pluggability in a well-integrated package 

deployable in the cloud or on-premises.
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Microservice-Based Architecture
Microservices emerged onto the software 

engineering forefront in the early 2010s as an 

alternative to more traditional monolithic 

development approaches. The core principle 

behind a microservice-based architecture is 

separation of concerns – each microservice has 

full responsibility for a cohesive set of objects and 

delivers capabilities supporting the creation and 

use of those objects via well-defined APIs. While 

microservices can (and typically do) establish 

dependencies on other microservices deployed 

within a microservice-based platform, each 

microservice is an independently deployable unit. 

A microservice architecture inherently leads to an 

incremental development approach, with multiple 

teams building out platform capabilities in parallel. 

Such an architectural approach is ideally suited for 

modern Continuous Integration/Continuous 

Delivery (CI/CD) development techniques, as each 

team is free to update its microservice 

independently of all other teams throughout the 

development cycle as long as that microservice 

adheres to its previously agreed-to API contract. 

Thus, microservice-based architectures are 

invariably coupled with agile test-driven 

development methodologies where all newly 

committed code is accompanied by a suite of 

automated tests run with every build to ensure 

contract conformance. Nurocor conforms to these 

principles throughout its development and 

delivery of NCP.

Support for Multiple
Programming Languages
Because each microservice is independently 

developed and deployed, a microservice 

architecture inherently enables support for 

multiple programming languages, thereby allowing 

each team to select a language of choice best 

suited to their development needs. One key 

benefit of this flexibility is the ability to choose 

from the wide range of available language-specific 

open source projects free from language 

constraints when making initial design decisions 

for a particular microservice. The Nurocor team is 

proficient in Java and Node.js and so has 

developed NCP microservices based on those 

languages, but there is nothing preventing Nurocor 

(or its partners and customers) from selecting 

alternative languages for future microservice 

development. As part of its support for Java and 

Node.js, Nurocor has developed baseline 

microservice frameworks for each language that 

serve as templates for development teams 

beginning development of a new microservice. 

Such templates ensure consistency in 

development approach and increase development 

velocity as no time is spent reinventing the wheel 

for core microservice facilities.

Choice of Data Persistence Platforms
Another benefit of a microservice-based 

architecture is the freedom given to each 

microservice team to select an appropriate 

technology for persisting its data. NCP provides 

PostgreSQL (relational), ElasticSearch (document) 

and ArangoDB (document/graph blend) instances 

with each deployment, with near-term plans to add 

support for an RDF Triple Store (graph) persistence 

platform to the mix. All persistence platforms installed 

with an NCP instance are sharable across multiple 

microservices, with each microservice maintaining its 

own data partition according to the mechanisms 

supported by the selected platform. By providing 

relational, document-oriented, and graph-oriented 

persistence platforms out of the box, NCP ensures 

that each microservice is free to implement its data 

model in the most efficient manner based on the 

requirements placed on that microservice.

API-Driven
NCP microservices need to communicate with each 

other and, as one would expect from a modern 

application platform, they do so via API calls. NCP 

microservices are “GraphQL first” in nature, exposing 

core Create/Read/Update/Delete (CRUD) actions on 

their business objects via GraphQL queries and 

mutations. GraphQL, originally developed by 

Facebook as part of its microservice-based platform 

architecture, provides two important features that 

make it especially well-suited for such development:

 • Federation: GraphQL supports the concept of API 

federation, where each microservice contributes 

its business object declarations to an 

all-encompassing graph spanning the entire set of 

business objects deployed into the platform. As 

each new microservice is deployed into the 

platform, it augments this object graph with the 

new objects for which it has responsibility. A 

GraphQL API consumer can in turn initiate a 

single API query that spans as much of the graph 

as is needed, with server-side infrastructure 

efficiently merging the content to support the 

API request.

 • Field (Attribute) Selectivity: as a natural 

complement to business object federation, 

GraphQL also allows API consumers to 

precisely identify which object fields 

(attributes) are to be returned in query 

results. This eliminates the potential concern 

of very large datasets being returned to the 

client in response to a broad query 

invocation, while at the same time 

eliminating the need to implement multiple 

purpose-specific APIs supporting various 

combinations of object content to suit the 

needs of the client.  

While GraphQL is appropriate for most 

microservice APIs within NCP, there are cases 

where more traditional REST-oriented APIs are 

more suitable. Each microservice team 

determines the best combination of APIs to 

support the delivery of its capabilities. 

Seamless Cross-App Navigation 
Through a Common UI Framework
Up to this point our discussion has been focused 

on what is traditionally referred to as the server 

side, or backend of an application. NCP ensures 

clear separation of presentation from business 

logic through a set of Node.js-based applications 

exposed to browser-based end users, each of 

which securely communicates with underlying 

microservices via APIs. All app-to-microservice 

calls pass through a purpose-built API Gateway 

included as part of the NCP core (more on this 

topic later in the whitepaper). Each UI 

application is deployed as a peer element within 

a consolidated UI framework, sharing common 

look-and-feel and navigational elements via 

incorporation of Vue-based shared UI library 

components and thereby presenting the end-user 

with a seamless transition across applications. NCP 

also provides as part of its core deployment a set of 

shared UI capabilities supporting login, a 

cross-application dashboard (landing page) where 

users can track platform activities of interest, and 

administrative functions such as user and role 

management.  

Cloud Platform Independence
Nurocor has taken care to ensure that NCP can 

leverage advanced cloud platform services while at 

the same time preserving its independence from 

specific cloud platform lockdown mechanisms. While 

NCP can and does use cloud-hosted services (e.g., 

Amazon’s RDS for PostgreSQL) where appropriate, it 

is not tied to those services. Likewise, all deployment 

images are based on purely open source executables 

such as Ubuntu Linux rather than being tied to a 

cloud-specific version of such executables. This gives 

Nurocor and its customers and partners the 

flexibility to deploy to any modern cloud platform. 

Scalability, Resiliency
and Security

Docker/Kubernetes Deployment 
Backbone
A key aspect to any enterprise-class software 

platform is effective DevOps execution – how 

does an IT organization efficiently deploy and 

manage the various components making up the 

platform to support the demanding Service-Level 

Agreement (SLA) criteria expected by large 

enterprises? To support such demanding 

requirements for application deployment and 

delivery, the software industry has largely 

coalesced around the combination of stateless 

containerized executable instances (Docker) 

managed by a robust container orchestration and 

automation platform (Kubernetes), and Nurocor 

is no different in this regard. 

Docker containers provide the common 

deployment element for NCP’s 

Kubernetes-managed instances. Each NCP UI 

application, microservice or other executable 

element is built as a Docker container that 

includes the base operating system (Linux in the 

case of Nurocor-provided microservices and UI 

applications) along with any other runtime 

components necessary for its operation. 

Deployment-specific aspects (such as 

connectivity to a microservice’s underlying 

persistence store) are specified via parameterized 

Docker-specific deployment documents that in 

turn consume a set of NCP-instance-specific 

parameters. This abstracted deployment approach 

enables Nurocor to quickly specify and create a 

new NCP instance on demand for cloud-based 

installations. On premises installations may require 

a bit more up-front configuration to align with 

enterprise infrastructure and deployment 

practices, but once this initial setup work is 

completed, further installation management 

becomes very straightforward.

The Kubernetes runtime platform is designed to 

work with containerized deployment images 

(Docker being the primary example). Kubernetes 

provides robust support for secure API registration 

and interservice communication, automated 

instance monitoring (including restart of failing 

instances), cluster management for purposes of 

scalability, and a common means of configuring 

deployments in a templatized manner to easily 

support cloud-hosted (both Nurocor-based and 

customer-specific) and traditional on premises 

deployments. This layered template approach 

allows Nurocor to precisely control variable 

elements of platform deployment at multiple levels, 

fine-tuning each NCP instance to specific customer 

needs and expectations.

Support for Synchronous (HTTP) and 
Asynchronous (AMQP) Communications
While Kubernetes provides a private (10.x.x.x) IP 

network suitable for secure HTTP-based 

synchronous interservice communications as part 

of its base deployment, there are scenarios where 

asynchronous communications between services is 

a preferred or even necessary model. To this end, 

every NCP installation is deployed with a dedicated 

RabbitMQ instance thereby facilitating 

AMQP-based publish/subscribe (“pub/sub”) and 

asynchronous “set and forget” communications 

modes for NCP-deployed services. 

Pub/sub is particularly useful for loosely coupled 

cross-service updates; e.g., microservice A 

persists an update to a business object of general 

interest and publishes the particulars of that 

update to an AMQP topic. Other microservices 

(e.g., microservice B) interested in such an 

update register a subscription to that topic with 

the RabbitMQ instance at startup time and 

subsequently receive any notifications sent to 

that topic as appropriate. For example, the NCP 

Notification service subscribes to a designated 

well-known “notification item” topic; other NCP 

microservices can publish messages to this topic 

when actions of potentially broader interest 

have occurred, with the Notification service 

responsible for managing the various channels 

(e.g., email, collaboration platform team/channel, 

NCP dashboard) that various users have 

registered as their preferred notification paths. 

RabbitMQ’s guaranteed delivery mechanism 

relieves the publisher of all further 

responsibilities for the emitted message once it 

receives initial acknowledgement of message 

receipt. Of particular note is that such 

communications readily enable incremental 

expansion of NCP platform capabilities; each 

new microservice simply publishes to and 

registers for its topics of interest and acts on 

topic activity per its functional responsibilities. 

The publisher need not have any awareness of 

message consumers; it simply emits relevant 

messages as appropriate for the underlying 

microservice activity. The subscriber need not 

have any awareness of the specific microservice 

which emitted any one specific message for a 

designated topic; it simply acts on the message per 

its topic responsibilities.  

Set and forget asynchronous messaging supports 

another use case that is particularly important to 

regulated industries such as pharmaceuticals. FDA 

regulation 21 CFR Part 11 mandates that all 

business activities affecting the clinical development 

lifecycle produce audit trail entries documenting 

what activity occurred, who executed the activity 

and when the activity was executed. To fulfill this 

mandate, an NCP microservice simply sends an 

appropriate audit message to the RabbitMQ 

instance embedded within the NCP installation; 

once the microservice receives acknowledgement of 

message receipt from RabbitMQ it is assured that 

the associated audit record will eventually be 

persisted per 21 CFR Part 11 requirements.

Secure API Gateway Perimeter
As an API-driven platform, NCP must of course 

provide external access to microservice APIs both 

for use by NCP UI applications as well as for 

cross-platform integration purposes (e.g., 

rules-driven clinical data transformation engines 

converting study collection data to tabulation and/or 

analysis datasets). To support these requirements, 

Nurocor has developed a lightweight API Gateway 

component that is deployed as part of every NCP 

instance. This API Gateway component supports 

three key capabilities:

 • Secure API perimeter for server-side functional 

and utility microservices

 • Flexible user authentication via a pluggable 

authentication framework

 • GraphQL federation as described previously 

in the API-Driven section above

As part of its implementation, the NCP API 

Gateway takes advantage of robust Node.js 

open source components for API security and 

user authentication. The API Gateway serves as 

an SSL termination point for inbound API calls, 

ensuring encrypted communications outside of 

the Kubernetes-enabled NCP secure zone (i.e., 

private IP network). All incoming API calls must 

include valid NCP user credentials or the API 

Gateway will reject the invocation (more on how 

the API Gateway manages user credentials in 

the Pluggable Authentication section below). 

Once the API Gateway has determined that the 

invocation is valid, it forwards the call to the 

correct microservice (which has previously 

registered its externally-exposed APIs with the 

gateway during platform startup) via HTTP over 

the Kubernetes-provided internal network, 

passing an NCP-specific user token which the 

target microservice uses to confirm that the 

requesting user has the appropriate role or roles 

required to execute the requested operation.

Pluggable Authentication
Secure and reliable user authentication is a 

critical element of platform security. As is the 

case with all modern application platforms, the 

NCP API Gateway delegates authentication 

responsibility to an external authority. Through 

the Strategy design pattern as implemented by 

the open source authentication component 

embedded within the API Gateway, NCP 

supports over a dozen authentication methods 

ranging from direct LDAP integration to 

SAML-based SSO, OpenID, OAuth 2.0 and other 

externalized Identity Provider (IDP) techniques. 

Once a user credential has been validated (either via 

direct LDAP-based login or SSO-based redirection to 

an IDP), the API Gateway converts the associated 

userid and other session-specific parameters into a 

JSON Web Token (JWT) for use by the NCP UI or 

other external client. It then becomes the client’s 

responsibility to maintain the JWT in encrypted 

form and include it in all API calls for the duration of 

the user session.

Modern Platform Administration Tools
As shown in the previous sections of this whitepaper, 

Nurocor is a strong believer in not reinventing the 

wheel when suitable technologies exist in the open 

source community. This mindset extends to NCP 

instance administration. The Rancher open source 

project provides a highly capable browser-based UI 

console for administering Kubernetes installations. 

Likewise, Kibana is an ideal UI client for accessing 

Elasticsearch-persisted NCP Platform logs (both 

audit and technical/debug).

For Nurocor-hosted NCP instances, these 

administrative tools sit alongside the broad range of 

administrative capabilities provided by Amazon Web 

Services. For example, Amazon’s PostgreSQL RDS 

provides configurable automated backup facilities 

that greatly simplify Nurocor’s ability to meet any 

customer’s Recovery Point mandate within an 

agreed-to SLA. 

Openness and pluggability

Loosely Coupled Integration via APIs
All NCP APIs externalized via the API Gateway 

are available for partner and customer 

integration. Software providers such as 

Accenture and eClinical Solutions currently take 

advantage of this ready access to NCP content, 

and many Nurocor customers also implement 

special-purpose utilities using these APIs 

(including SQL read-only data views where 

available). NCP microservices also directly 

integrate via API calls with partner platforms 

such as Medidata Rave and Pinnacle 21. When 

integrating with products lacking support for 

direct API-based access, NCP produces exports 

in both industry standard (e.g., ODM, Define.xml 

and RDF) and product specific (e.g., Medidata 

Rave ALS and Oracle Inform CSML) formats.

Internal Platform Integration via Shared 
Utility Microservices and UI Components
NCP is designed from the ground up to support 

seamless deep integration. As the platform 

matures, Nurocor will fully document all utility 

microservices such as Log/Audit, Notification, 

Role-Based Access Control (RBAC), and 

Workflow for use by partner and customer 

functional microservices. In addition, partners 

and customers choosing Java or Node.js as their 

implementation language will be able to base 

their microservices on prebuilt frameworks 

as discussed previously in the Support for 

Multiple Programming Languages section 

above, and they will have direct access to the 

shared persistence options provided by the 

platform. Lastly, customers and partners can 

choose to directly integrate with NCP at the 

UI level by taking advantage of the 

Vue-based UI integration library described in 

Seamless Cross-App Navigation Through 

Common UI Framework. 

Conclusion

Nurocor’s NCP provides industry-leading clinical 

lifecycle capabilities in a robust and future-proof 

shared platform. Leveraging leading open source 

products and components, Nurocor delivers on 

the principles of modularity and flexibility; 

scalability, resiliency and security; and openness 

and pluggability in a well-integrated package 

deployable in the cloud or on-premises.



Microservice-Based Architecture
Microservices emerged onto the software 

engineering forefront in the early 2010s as an 

alternative to more traditional monolithic 

development approaches. The core principle 

behind a microservice-based architecture is 

separation of concerns – each microservice has 

full responsibility for a cohesive set of objects and 

delivers capabilities supporting the creation and 

use of those objects via well-defined APIs. While 

microservices can (and typically do) establish 

dependencies on other microservices deployed 

within a microservice-based platform, each 

microservice is an independently deployable unit. 

A microservice architecture inherently leads to an 

incremental development approach, with multiple 

teams building out platform capabilities in parallel. 

Such an architectural approach is ideally suited for 

modern Continuous Integration/Continuous 

Delivery (CI/CD) development techniques, as each 

team is free to update its microservice 

independently of all other teams throughout the 

development cycle as long as that microservice 

adheres to its previously agreed-to API contract. 

Thus, microservice-based architectures are 

invariably coupled with agile test-driven 

development methodologies where all newly 

committed code is accompanied by a suite of 

automated tests run with every build to ensure 

contract conformance. Nurocor conforms to these 

principles throughout its development and 

delivery of NCP.

Support for Multiple
Programming Languages
Because each microservice is independently 

developed and deployed, a microservice 

architecture inherently enables support for 

multiple programming languages, thereby allowing 

each team to select a language of choice best 

suited to their development needs. One key 

benefit of this flexibility is the ability to choose 

from the wide range of available language-specific 

open source projects free from language 

constraints when making initial design decisions 

for a particular microservice. The Nurocor team is 

proficient in Java and Node.js and so has 

developed NCP microservices based on those 

languages, but there is nothing preventing Nurocor 

(or its partners and customers) from selecting 

alternative languages for future microservice 

development. As part of its support for Java and 

Node.js, Nurocor has developed baseline 

microservice frameworks for each language that 

serve as templates for development teams 

beginning development of a new microservice. 

Such templates ensure consistency in 

development approach and increase development 

velocity as no time is spent reinventing the wheel 

for core microservice facilities.

Choice of Data Persistence Platforms
Another benefit of a microservice-based 

architecture is the freedom given to each 

microservice team to select an appropriate 

technology for persisting its data. NCP provides 

PostgreSQL (relational), ElasticSearch (document) 

and ArangoDB (document/graph blend) instances 
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with each deployment, with near-term plans to add 

support for an RDF Triple Store (graph) persistence 

platform to the mix. All persistence platforms installed 

with an NCP instance are sharable across multiple 

microservices, with each microservice maintaining its 

own data partition according to the mechanisms 

supported by the selected platform. By providing 

relational, document-oriented, and graph-oriented 

persistence platforms out of the box, NCP ensures 

that each microservice is free to implement its data 

model in the most efficient manner based on the 

requirements placed on that microservice.

API-Driven
NCP microservices need to communicate with each 

other and, as one would expect from a modern 

application platform, they do so via API calls. NCP 

microservices are “GraphQL first” in nature, exposing 

core Create/Read/Update/Delete (CRUD) actions on 

their business objects via GraphQL queries and 

mutations. GraphQL, originally developed by 

Facebook as part of its microservice-based platform 

architecture, provides two important features that 

make it especially well-suited for such development:

 • Federation: GraphQL supports the concept of API 

federation, where each microservice contributes 

its business object declarations to an 

all-encompassing graph spanning the entire set of 

business objects deployed into the platform. As 

each new microservice is deployed into the 

platform, it augments this object graph with the 

new objects for which it has responsibility. A 

GraphQL API consumer can in turn initiate a 

single API query that spans as much of the graph 

as is needed, with server-side infrastructure 

efficiently merging the content to support the 

API request.

 • Field (Attribute) Selectivity: as a natural 

complement to business object federation, 

GraphQL also allows API consumers to 

precisely identify which object fields 

(attributes) are to be returned in query 

results. This eliminates the potential concern 

of very large datasets being returned to the 

client in response to a broad query 

invocation, while at the same time 

eliminating the need to implement multiple 

purpose-specific APIs supporting various 

combinations of object content to suit the 

needs of the client.  

While GraphQL is appropriate for most 

microservice APIs within NCP, there are cases 

where more traditional REST-oriented APIs are 

more suitable. Each microservice team 

determines the best combination of APIs to 

support the delivery of its capabilities. 

Seamless Cross-App Navigation 
Through a Common UI Framework
Up to this point our discussion has been focused 

on what is traditionally referred to as the server 

side, or backend of an application. NCP ensures 

clear separation of presentation from business 

logic through a set of Node.js-based applications 

exposed to browser-based end users, each of 

which securely communicates with underlying 

microservices via APIs. All app-to-microservice 

calls pass through a purpose-built API Gateway 

included as part of the NCP core (more on this 

topic later in the whitepaper). Each UI 

application is deployed as a peer element within 

a consolidated UI framework, sharing common 

look-and-feel and navigational elements via 

incorporation of Vue-based shared UI library 

components and thereby presenting the end-user 

with a seamless transition across applications. NCP 

also provides as part of its core deployment a set of 

shared UI capabilities supporting login, a 

cross-application dashboard (landing page) where 

users can track platform activities of interest, and 

administrative functions such as user and role 

management.  

Cloud Platform Independence
Nurocor has taken care to ensure that NCP can 

leverage advanced cloud platform services while at 

the same time preserving its independence from 

specific cloud platform lockdown mechanisms. While 

NCP can and does use cloud-hosted services (e.g., 

Amazon’s RDS for PostgreSQL) where appropriate, it 

is not tied to those services. Likewise, all deployment 

images are based on purely open source executables 

such as Ubuntu Linux rather than being tied to a 

cloud-specific version of such executables. This gives 

Nurocor and its customers and partners the 

flexibility to deploy to any modern cloud platform. 

Scalability, Resiliency
and Security

Docker/Kubernetes Deployment 
Backbone
A key aspect to any enterprise-class software 

platform is effective DevOps execution – how 

does an IT organization efficiently deploy and 

manage the various components making up the 

platform to support the demanding Service-Level 

Agreement (SLA) criteria expected by large 

enterprises? To support such demanding 

requirements for application deployment and 

delivery, the software industry has largely 

coalesced around the combination of stateless 

containerized executable instances (Docker) 

managed by a robust container orchestration and 

automation platform (Kubernetes), and Nurocor 

is no different in this regard. 

Docker containers provide the common 

deployment element for NCP’s 

Kubernetes-managed instances. Each NCP UI 

application, microservice or other executable 

element is built as a Docker container that 

includes the base operating system (Linux in the 

case of Nurocor-provided microservices and UI 

applications) along with any other runtime 

components necessary for its operation. 

Deployment-specific aspects (such as 

connectivity to a microservice’s underlying 

persistence store) are specified via parameterized 

Docker-specific deployment documents that in 

turn consume a set of NCP-instance-specific 

parameters. This abstracted deployment approach 

enables Nurocor to quickly specify and create a 

new NCP instance on demand for cloud-based 

installations. On premises installations may require 

a bit more up-front configuration to align with 

enterprise infrastructure and deployment 

practices, but once this initial setup work is 

completed, further installation management 

becomes very straightforward.

The Kubernetes runtime platform is designed to 

work with containerized deployment images 

(Docker being the primary example). Kubernetes 

provides robust support for secure API registration 

and interservice communication, automated 

instance monitoring (including restart of failing 

instances), cluster management for purposes of 

scalability, and a common means of configuring 

deployments in a templatized manner to easily 

support cloud-hosted (both Nurocor-based and 

customer-specific) and traditional on premises 

deployments. This layered template approach 

allows Nurocor to precisely control variable 

elements of platform deployment at multiple levels, 

fine-tuning each NCP instance to specific customer 

needs and expectations.

Support for Synchronous (HTTP) and 
Asynchronous (AMQP) Communications
While Kubernetes provides a private (10.x.x.x) IP 

network suitable for secure HTTP-based 

synchronous interservice communications as part 

of its base deployment, there are scenarios where 

asynchronous communications between services is 

a preferred or even necessary model. To this end, 

every NCP installation is deployed with a dedicated 

RabbitMQ instance thereby facilitating 

AMQP-based publish/subscribe (“pub/sub”) and 

asynchronous “set and forget” communications 

modes for NCP-deployed services. 

Pub/sub is particularly useful for loosely coupled 

cross-service updates; e.g., microservice A 

persists an update to a business object of general 

interest and publishes the particulars of that 

update to an AMQP topic. Other microservices 

(e.g., microservice B) interested in such an 

update register a subscription to that topic with 

the RabbitMQ instance at startup time and 

subsequently receive any notifications sent to 

that topic as appropriate. For example, the NCP 

Notification service subscribes to a designated 

well-known “notification item” topic; other NCP 

microservices can publish messages to this topic 

when actions of potentially broader interest 

have occurred, with the Notification service 

responsible for managing the various channels 

(e.g., email, collaboration platform team/channel, 

NCP dashboard) that various users have 

registered as their preferred notification paths. 

RabbitMQ’s guaranteed delivery mechanism 

relieves the publisher of all further 

responsibilities for the emitted message once it 

receives initial acknowledgement of message 

receipt. Of particular note is that such 

communications readily enable incremental 

expansion of NCP platform capabilities; each 

new microservice simply publishes to and 

registers for its topics of interest and acts on 

topic activity per its functional responsibilities. 

The publisher need not have any awareness of 

message consumers; it simply emits relevant 

messages as appropriate for the underlying 

microservice activity. The subscriber need not 

have any awareness of the specific microservice 

which emitted any one specific message for a 

designated topic; it simply acts on the message per 

its topic responsibilities.  

Set and forget asynchronous messaging supports 

another use case that is particularly important to 

regulated industries such as pharmaceuticals. FDA 

regulation 21 CFR Part 11 mandates that all 

business activities affecting the clinical development 

lifecycle produce audit trail entries documenting 

what activity occurred, who executed the activity 

and when the activity was executed. To fulfill this 

mandate, an NCP microservice simply sends an 

appropriate audit message to the RabbitMQ 

instance embedded within the NCP installation; 

once the microservice receives acknowledgement of 

message receipt from RabbitMQ it is assured that 

the associated audit record will eventually be 

persisted per 21 CFR Part 11 requirements.

Secure API Gateway Perimeter
As an API-driven platform, NCP must of course 

provide external access to microservice APIs both 

for use by NCP UI applications as well as for 

cross-platform integration purposes (e.g., 

rules-driven clinical data transformation engines 

converting study collection data to tabulation and/or 

analysis datasets). To support these requirements, 

Nurocor has developed a lightweight API Gateway 

component that is deployed as part of every NCP 

instance. This API Gateway component supports 

three key capabilities:

 • Secure API perimeter for server-side functional 

and utility microservices

 • Flexible user authentication via a pluggable 

authentication framework

 • GraphQL federation as described previously 

in the API-Driven section above

As part of its implementation, the NCP API 

Gateway takes advantage of robust Node.js 

open source components for API security and 

user authentication. The API Gateway serves as 

an SSL termination point for inbound API calls, 

ensuring encrypted communications outside of 

the Kubernetes-enabled NCP secure zone (i.e., 

private IP network). All incoming API calls must 

include valid NCP user credentials or the API 

Gateway will reject the invocation (more on how 

the API Gateway manages user credentials in 

the Pluggable Authentication section below). 

Once the API Gateway has determined that the 

invocation is valid, it forwards the call to the 

correct microservice (which has previously 

registered its externally-exposed APIs with the 

gateway during platform startup) via HTTP over 

the Kubernetes-provided internal network, 

passing an NCP-specific user token which the 

target microservice uses to confirm that the 

requesting user has the appropriate role or roles 

required to execute the requested operation.

Pluggable Authentication
Secure and reliable user authentication is a 

critical element of platform security. As is the 

case with all modern application platforms, the 

NCP API Gateway delegates authentication 

responsibility to an external authority. Through 

the Strategy design pattern as implemented by 

the open source authentication component 

embedded within the API Gateway, NCP 

supports over a dozen authentication methods 

ranging from direct LDAP integration to 

SAML-based SSO, OpenID, OAuth 2.0 and other 

externalized Identity Provider (IDP) techniques. 

Once a user credential has been validated (either via 

direct LDAP-based login or SSO-based redirection to 

an IDP), the API Gateway converts the associated 

userid and other session-specific parameters into a 

JSON Web Token (JWT) for use by the NCP UI or 

other external client. It then becomes the client’s 

responsibility to maintain the JWT in encrypted 

form and include it in all API calls for the duration of 

the user session.

Modern Platform Administration Tools
As shown in the previous sections of this whitepaper, 

Nurocor is a strong believer in not reinventing the 

wheel when suitable technologies exist in the open 

source community. This mindset extends to NCP 

instance administration. The Rancher open source 

project provides a highly capable browser-based UI 

console for administering Kubernetes installations. 

Likewise, Kibana is an ideal UI client for accessing 

Elasticsearch-persisted NCP Platform logs (both 

audit and technical/debug).

For Nurocor-hosted NCP instances, these 

administrative tools sit alongside the broad range of 

administrative capabilities provided by Amazon Web 

Services. For example, Amazon’s PostgreSQL RDS 

provides configurable automated backup facilities 

that greatly simplify Nurocor’s ability to meet any 

customer’s Recovery Point mandate within an 

agreed-to SLA. 

Openness and pluggability

Loosely Coupled Integration via APIs
All NCP APIs externalized via the API Gateway 

are available for partner and customer 

integration. Software providers such as 

Accenture and eClinical Solutions currently take 

advantage of this ready access to NCP content, 

and many Nurocor customers also implement 

special-purpose utilities using these APIs 

(including SQL read-only data views where 

available). NCP microservices also directly 

integrate via API calls with partner platforms 

such as Medidata Rave and Pinnacle 21. When 

integrating with products lacking support for 

direct API-based access, NCP produces exports 

in both industry standard (e.g., ODM, Define.xml 

and RDF) and product specific (e.g., Medidata 

Rave ALS and Oracle Inform CSML) formats.

Internal Platform Integration via Shared 
Utility Microservices and UI Components
NCP is designed from the ground up to support 

seamless deep integration. As the platform 

matures, Nurocor will fully document all utility 

microservices such as Log/Audit, Notification, 

Role-Based Access Control (RBAC), and 

Workflow for use by partner and customer 

functional microservices. In addition, partners 

and customers choosing Java or Node.js as their 

implementation language will be able to base 

their microservices on prebuilt frameworks 

as discussed previously in the Support for 

Multiple Programming Languages section 

above, and they will have direct access to the 

shared persistence options provided by the 

platform. Lastly, customers and partners can 

choose to directly integrate with NCP at the 

UI level by taking advantage of the 

Vue-based UI integration library described in 

Seamless Cross-App Navigation Through 

Common UI Framework. 

Conclusion

Nurocor’s NCP provides industry-leading clinical 

lifecycle capabilities in a robust and future-proof 

shared platform. Leveraging leading open source 

products and components, Nurocor delivers on 

the principles of modularity and flexibility; 

scalability, resiliency and security; and openness 

and pluggability in a well-integrated package 

deployable in the cloud or on-premises.



Microservice-Based Architecture
Microservices emerged onto the software 

engineering forefront in the early 2010s as an 

alternative to more traditional monolithic 

development approaches. The core principle 

behind a microservice-based architecture is 

separation of concerns – each microservice has 

full responsibility for a cohesive set of objects and 

delivers capabilities supporting the creation and 

use of those objects via well-defined APIs. While 

microservices can (and typically do) establish 

dependencies on other microservices deployed 

within a microservice-based platform, each 

microservice is an independently deployable unit. 

A microservice architecture inherently leads to an 

incremental development approach, with multiple 

teams building out platform capabilities in parallel. 

Such an architectural approach is ideally suited for 

modern Continuous Integration/Continuous 

Delivery (CI/CD) development techniques, as each 

team is free to update its microservice 

independently of all other teams throughout the 

development cycle as long as that microservice 

adheres to its previously agreed-to API contract. 

Thus, microservice-based architectures are 

invariably coupled with agile test-driven 

development methodologies where all newly 

committed code is accompanied by a suite of 

automated tests run with every build to ensure 

contract conformance. Nurocor conforms to these 

principles throughout its development and 

delivery of NCP.

Support for Multiple
Programming Languages
Because each microservice is independently 

developed and deployed, a microservice 

architecture inherently enables support for 

multiple programming languages, thereby allowing 

each team to select a language of choice best 

suited to their development needs. One key 

benefit of this flexibility is the ability to choose 

from the wide range of available language-specific 

open source projects free from language 

constraints when making initial design decisions 

for a particular microservice. The Nurocor team is 

proficient in Java and Node.js and so has 

developed NCP microservices based on those 

languages, but there is nothing preventing Nurocor 

(or its partners and customers) from selecting 

alternative languages for future microservice 

development. As part of its support for Java and 

Node.js, Nurocor has developed baseline 

microservice frameworks for each language that 

serve as templates for development teams 

beginning development of a new microservice. 

Such templates ensure consistency in 

development approach and increase development 

velocity as no time is spent reinventing the wheel 

for core microservice facilities.

Choice of Data Persistence Platforms
Another benefit of a microservice-based 

architecture is the freedom given to each 

microservice team to select an appropriate 

technology for persisting its data. NCP provides 

PostgreSQL (relational), ElasticSearch (document) 

and ArangoDB (document/graph blend) instances 
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with each deployment, with near-term plans to add 

support for an RDF Triple Store (graph) persistence 

platform to the mix. All persistence platforms installed 

with an NCP instance are sharable across multiple 

microservices, with each microservice maintaining its 

own data partition according to the mechanisms 

supported by the selected platform. By providing 

relational, document-oriented, and graph-oriented 

persistence platforms out of the box, NCP ensures 

that each microservice is free to implement its data 

model in the most efficient manner based on the 

requirements placed on that microservice.

API-Driven
NCP microservices need to communicate with each 

other and, as one would expect from a modern 

application platform, they do so via API calls. NCP 

microservices are “GraphQL first” in nature, exposing 

core Create/Read/Update/Delete (CRUD) actions on 

their business objects via GraphQL queries and 

mutations. GraphQL, originally developed by 

Facebook as part of its microservice-based platform 

architecture, provides two important features that 

make it especially well-suited for such development:

 • Federation: GraphQL supports the concept of API 

federation, where each microservice contributes 

its business object declarations to an 

all-encompassing graph spanning the entire set of 

business objects deployed into the platform. As 

each new microservice is deployed into the 

platform, it augments this object graph with the 

new objects for which it has responsibility. A 

GraphQL API consumer can in turn initiate a 

single API query that spans as much of the graph 

as is needed, with server-side infrastructure 

efficiently merging the content to support the 

API request.

 • Field (Attribute) Selectivity: as a natural 

complement to business object federation, 

GraphQL also allows API consumers to 

precisely identify which object fields 

(attributes) are to be returned in query 

results. This eliminates the potential concern 

of very large datasets being returned to the 

client in response to a broad query 

invocation, while at the same time 

eliminating the need to implement multiple 

purpose-specific APIs supporting various 

combinations of object content to suit the 

needs of the client.  

While GraphQL is appropriate for most 

microservice APIs within NCP, there are cases 

where more traditional REST-oriented APIs are 

more suitable. Each microservice team 

determines the best combination of APIs to 

support the delivery of its capabilities. 

Seamless Cross-App Navigation 
Through a Common UI Framework
Up to this point our discussion has been focused 

on what is traditionally referred to as the server 

side, or backend of an application. NCP ensures 

clear separation of presentation from business 

logic through a set of Node.js-based applications 

exposed to browser-based end users, each of 

which securely communicates with underlying 

microservices via APIs. All app-to-microservice 

calls pass through a purpose-built API Gateway 

included as part of the NCP core (more on this 

topic later in the whitepaper). Each UI 

application is deployed as a peer element within 

a consolidated UI framework, sharing common 

look-and-feel and navigational elements via 

incorporation of Vue-based shared UI library 

components and thereby presenting the end-user 

with a seamless transition across applications. NCP 

also provides as part of its core deployment a set of 

shared UI capabilities supporting login, a 

cross-application dashboard (landing page) where 

users can track platform activities of interest, and 

administrative functions such as user and role 

management.  

Cloud Platform Independence
Nurocor has taken care to ensure that NCP can 

leverage advanced cloud platform services while at 

the same time preserving its independence from 

specific cloud platform lockdown mechanisms. While 

NCP can and does use cloud-hosted services (e.g., 

Amazon’s RDS for PostgreSQL) where appropriate, it 

is not tied to those services. Likewise, all deployment 

images are based on purely open source executables 

such as Ubuntu Linux rather than being tied to a 

cloud-specific version of such executables. This gives 

Nurocor and its customers and partners the 

flexibility to deploy to any modern cloud platform. 

Scalability, Resiliency
and Security

Docker/Kubernetes Deployment 
Backbone
A key aspect to any enterprise-class software 

platform is effective DevOps execution – how 

does an IT organization efficiently deploy and 

manage the various components making up the 

platform to support the demanding Service-Level 

Agreement (SLA) criteria expected by large 

enterprises? To support such demanding 

requirements for application deployment and 

delivery, the software industry has largely 

coalesced around the combination of stateless 

containerized executable instances (Docker) 

managed by a robust container orchestration and 

automation platform (Kubernetes), and Nurocor 

is no different in this regard. 

Docker containers provide the common 

deployment element for NCP’s 

Kubernetes-managed instances. Each NCP UI 

application, microservice or other executable 

element is built as a Docker container that 

includes the base operating system (Linux in the 

case of Nurocor-provided microservices and UI 

applications) along with any other runtime 

components necessary for its operation. 

Deployment-specific aspects (such as 

connectivity to a microservice’s underlying 

persistence store) are specified via parameterized 

Docker-specific deployment documents that in 

turn consume a set of NCP-instance-specific 

parameters. This abstracted deployment approach 

enables Nurocor to quickly specify and create a 

new NCP instance on demand for cloud-based 

installations. On premises installations may require 

a bit more up-front configuration to align with 

enterprise infrastructure and deployment 

practices, but once this initial setup work is 

completed, further installation management 

becomes very straightforward.

The Kubernetes runtime platform is designed to 

work with containerized deployment images 

(Docker being the primary example). Kubernetes 

provides robust support for secure API registration 

and interservice communication, automated 

instance monitoring (including restart of failing 

instances), cluster management for purposes of 

scalability, and a common means of configuring 

deployments in a templatized manner to easily 

support cloud-hosted (both Nurocor-based and 

customer-specific) and traditional on premises 

deployments. This layered template approach 

allows Nurocor to precisely control variable 

elements of platform deployment at multiple levels, 

fine-tuning each NCP instance to specific customer 

needs and expectations.

Support for Synchronous (HTTP) and 
Asynchronous (AMQP) Communications
While Kubernetes provides a private (10.x.x.x) IP 

network suitable for secure HTTP-based 

synchronous interservice communications as part 

of its base deployment, there are scenarios where 

asynchronous communications between services is 

a preferred or even necessary model. To this end, 

every NCP installation is deployed with a dedicated 

RabbitMQ instance thereby facilitating 

AMQP-based publish/subscribe (“pub/sub”) and 

asynchronous “set and forget” communications 

modes for NCP-deployed services. 

Pub/sub is particularly useful for loosely coupled 

cross-service updates; e.g., microservice A 

persists an update to a business object of general 

interest and publishes the particulars of that 

update to an AMQP topic. Other microservices 

(e.g., microservice B) interested in such an 

update register a subscription to that topic with 

the RabbitMQ instance at startup time and 

subsequently receive any notifications sent to 

that topic as appropriate. For example, the NCP 

Notification service subscribes to a designated 

well-known “notification item” topic; other NCP 

microservices can publish messages to this topic 

when actions of potentially broader interest 

have occurred, with the Notification service 

responsible for managing the various channels 

(e.g., email, collaboration platform team/channel, 

NCP dashboard) that various users have 

registered as their preferred notification paths. 

RabbitMQ’s guaranteed delivery mechanism 

relieves the publisher of all further 

responsibilities for the emitted message once it 

receives initial acknowledgement of message 

receipt. Of particular note is that such 

communications readily enable incremental 

expansion of NCP platform capabilities; each 

new microservice simply publishes to and 

registers for its topics of interest and acts on 

topic activity per its functional responsibilities. 

The publisher need not have any awareness of 

message consumers; it simply emits relevant 

messages as appropriate for the underlying 

microservice activity. The subscriber need not 

have any awareness of the specific microservice 

which emitted any one specific message for a 

designated topic; it simply acts on the message per 

its topic responsibilities.  

Set and forget asynchronous messaging supports 

another use case that is particularly important to 

regulated industries such as pharmaceuticals. FDA 

regulation 21 CFR Part 11 mandates that all 

business activities affecting the clinical development 

lifecycle produce audit trail entries documenting 

what activity occurred, who executed the activity 

and when the activity was executed. To fulfill this 

mandate, an NCP microservice simply sends an 

appropriate audit message to the RabbitMQ 

instance embedded within the NCP installation; 

once the microservice receives acknowledgement of 

message receipt from RabbitMQ it is assured that 

the associated audit record will eventually be 

persisted per 21 CFR Part 11 requirements.

Secure API Gateway Perimeter
As an API-driven platform, NCP must of course 

provide external access to microservice APIs both 

for use by NCP UI applications as well as for 

cross-platform integration purposes (e.g., 

rules-driven clinical data transformation engines 

converting study collection data to tabulation and/or 

analysis datasets). To support these requirements, 

Nurocor has developed a lightweight API Gateway 

component that is deployed as part of every NCP 

instance. This API Gateway component supports 

three key capabilities:

 • Secure API perimeter for server-side functional 

and utility microservices

 • Flexible user authentication via a pluggable 

authentication framework

 • GraphQL federation as described previously 

in the API-Driven section above

As part of its implementation, the NCP API 

Gateway takes advantage of robust Node.js 

open source components for API security and 

user authentication. The API Gateway serves as 

an SSL termination point for inbound API calls, 

ensuring encrypted communications outside of 

the Kubernetes-enabled NCP secure zone (i.e., 

private IP network). All incoming API calls must 

include valid NCP user credentials or the API 

Gateway will reject the invocation (more on how 

the API Gateway manages user credentials in 

the Pluggable Authentication section below). 

Once the API Gateway has determined that the 

invocation is valid, it forwards the call to the 

correct microservice (which has previously 

registered its externally-exposed APIs with the 

gateway during platform startup) via HTTP over 

the Kubernetes-provided internal network, 

passing an NCP-specific user token which the 

target microservice uses to confirm that the 

requesting user has the appropriate role or roles 

required to execute the requested operation.

Pluggable Authentication
Secure and reliable user authentication is a 

critical element of platform security. As is the 

case with all modern application platforms, the 

NCP API Gateway delegates authentication 

responsibility to an external authority. Through 

the Strategy design pattern as implemented by 

the open source authentication component 

embedded within the API Gateway, NCP 

supports over a dozen authentication methods 

ranging from direct LDAP integration to 

SAML-based SSO, OpenID, OAuth 2.0 and other 

externalized Identity Provider (IDP) techniques. 

Once a user credential has been validated (either via 

direct LDAP-based login or SSO-based redirection to 

an IDP), the API Gateway converts the associated 

userid and other session-specific parameters into a 

JSON Web Token (JWT) for use by the NCP UI or 

other external client. It then becomes the client’s 

responsibility to maintain the JWT in encrypted 

form and include it in all API calls for the duration of 

the user session.

Modern Platform Administration Tools
As shown in the previous sections of this whitepaper, 

Nurocor is a strong believer in not reinventing the 

wheel when suitable technologies exist in the open 

source community. This mindset extends to NCP 

instance administration. The Rancher open source 

project provides a highly capable browser-based UI 

console for administering Kubernetes installations. 

Likewise, Kibana is an ideal UI client for accessing 

Elasticsearch-persisted NCP Platform logs (both 

audit and technical/debug).

For Nurocor-hosted NCP instances, these 

administrative tools sit alongside the broad range of 

administrative capabilities provided by Amazon Web 

Services. For example, Amazon’s PostgreSQL RDS 

provides configurable automated backup facilities 

that greatly simplify Nurocor’s ability to meet any 

customer’s Recovery Point mandate within an 

agreed-to SLA. 

Openness and pluggability

Loosely Coupled Integration via APIs
All NCP APIs externalized via the API Gateway 

are available for partner and customer 

integration. Software providers such as 

Accenture and eClinical Solutions currently take 

advantage of this ready access to NCP content, 

and many Nurocor customers also implement 

special-purpose utilities using these APIs 

(including SQL read-only data views where 

available). NCP microservices also directly 

integrate via API calls with partner platforms 

such as Medidata Rave and Pinnacle 21. When 

integrating with products lacking support for 

direct API-based access, NCP produces exports 

in both industry standard (e.g., ODM, Define.xml 

and RDF) and product specific (e.g., Medidata 

Rave ALS and Oracle Inform CSML) formats.

Internal Platform Integration via Shared 
Utility Microservices and UI Components
NCP is designed from the ground up to support 

seamless deep integration. As the platform 

matures, Nurocor will fully document all utility 

microservices such as Log/Audit, Notification, 

Role-Based Access Control (RBAC), and 

Workflow for use by partner and customer 

functional microservices. In addition, partners 

and customers choosing Java or Node.js as their 

implementation language will be able to base 

their microservices on prebuilt frameworks 

as discussed previously in the Support for 

Multiple Programming Languages section 

above, and they will have direct access to the 

shared persistence options provided by the 

platform. Lastly, customers and partners can 

choose to directly integrate with NCP at the 

UI level by taking advantage of the 

Vue-based UI integration library described in 

Seamless Cross-App Navigation Through 

Common UI Framework. 

Conclusion

Nurocor’s NCP provides industry-leading clinical 

lifecycle capabilities in a robust and future-proof 

shared platform. Leveraging leading open source 

products and components, Nurocor delivers on 

the principles of modularity and flexibility; 

scalability, resiliency and security; and openness 

and pluggability in a well-integrated package 

deployable in the cloud or on-premises.



Microservice-Based Architecture
Microservices emerged onto the software 

engineering forefront in the early 2010s as an 

alternative to more traditional monolithic 

development approaches. The core principle 

behind a microservice-based architecture is 

separation of concerns – each microservice has 

full responsibility for a cohesive set of objects and 

delivers capabilities supporting the creation and 

use of those objects via well-defined APIs. While 

microservices can (and typically do) establish 

dependencies on other microservices deployed 

within a microservice-based platform, each 

microservice is an independently deployable unit. 

A microservice architecture inherently leads to an 

incremental development approach, with multiple 

teams building out platform capabilities in parallel. 

Such an architectural approach is ideally suited for 

modern Continuous Integration/Continuous 

Delivery (CI/CD) development techniques, as each 

team is free to update its microservice 

independently of all other teams throughout the 

development cycle as long as that microservice 

adheres to its previously agreed-to API contract. 

Thus, microservice-based architectures are 

invariably coupled with agile test-driven 

development methodologies where all newly 

committed code is accompanied by a suite of 

automated tests run with every build to ensure 

contract conformance. Nurocor conforms to these 

principles throughout its development and 

delivery of NCP.

Support for Multiple
Programming Languages
Because each microservice is independently 

developed and deployed, a microservice 

architecture inherently enables support for 

multiple programming languages, thereby allowing 

each team to select a language of choice best 

suited to their development needs. One key 

benefit of this flexibility is the ability to choose 

from the wide range of available language-specific 

open source projects free from language 

constraints when making initial design decisions 

for a particular microservice. The Nurocor team is 

proficient in Java and Node.js and so has 

developed NCP microservices based on those 

languages, but there is nothing preventing Nurocor 

(or its partners and customers) from selecting 

alternative languages for future microservice 

development. As part of its support for Java and 

Node.js, Nurocor has developed baseline 

microservice frameworks for each language that 

serve as templates for development teams 

beginning development of a new microservice. 

Such templates ensure consistency in 

development approach and increase development 

velocity as no time is spent reinventing the wheel 

for core microservice facilities.

Choice of Data Persistence Platforms
Another benefit of a microservice-based 

architecture is the freedom given to each 

microservice team to select an appropriate 

technology for persisting its data. NCP provides 

PostgreSQL (relational), ElasticSearch (document) 

and ArangoDB (document/graph blend) instances 
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with each deployment, with near-term plans to add 

support for an RDF Triple Store (graph) persistence 

platform to the mix. All persistence platforms installed 

with an NCP instance are sharable across multiple 

microservices, with each microservice maintaining its 

own data partition according to the mechanisms 

supported by the selected platform. By providing 

relational, document-oriented, and graph-oriented 

persistence platforms out of the box, NCP ensures 

that each microservice is free to implement its data 

model in the most efficient manner based on the 

requirements placed on that microservice.

API-Driven
NCP microservices need to communicate with each 

other and, as one would expect from a modern 

application platform, they do so via API calls. NCP 

microservices are “GraphQL first” in nature, exposing 

core Create/Read/Update/Delete (CRUD) actions on 

their business objects via GraphQL queries and 

mutations. GraphQL, originally developed by 

Facebook as part of its microservice-based platform 

architecture, provides two important features that 

make it especially well-suited for such development:

 • Federation: GraphQL supports the concept of API 

federation, where each microservice contributes 

its business object declarations to an 

all-encompassing graph spanning the entire set of 

business objects deployed into the platform. As 

each new microservice is deployed into the 

platform, it augments this object graph with the 

new objects for which it has responsibility. A 

GraphQL API consumer can in turn initiate a 

single API query that spans as much of the graph 

as is needed, with server-side infrastructure 

efficiently merging the content to support the 

API request.

 • Field (Attribute) Selectivity: as a natural 

complement to business object federation, 

GraphQL also allows API consumers to 

precisely identify which object fields 

(attributes) are to be returned in query 

results. This eliminates the potential concern 

of very large datasets being returned to the 

client in response to a broad query 

invocation, while at the same time 

eliminating the need to implement multiple 

purpose-specific APIs supporting various 

combinations of object content to suit the 

needs of the client.  

While GraphQL is appropriate for most 

microservice APIs within NCP, there are cases 

where more traditional REST-oriented APIs are 

more suitable. Each microservice team 

determines the best combination of APIs to 

support the delivery of its capabilities. 

Seamless Cross-App Navigation 
Through a Common UI Framework
Up to this point our discussion has been focused 

on what is traditionally referred to as the server 

side, or backend of an application. NCP ensures 

clear separation of presentation from business 

logic through a set of Node.js-based applications 

exposed to browser-based end users, each of 

which securely communicates with underlying 

microservices via APIs. All app-to-microservice 

calls pass through a purpose-built API Gateway 

included as part of the NCP core (more on this 

topic later in the whitepaper). Each UI 

application is deployed as a peer element within 

a consolidated UI framework, sharing common 

look-and-feel and navigational elements via 

incorporation of Vue-based shared UI library 

components and thereby presenting the end-user 

with a seamless transition across applications. NCP 

also provides as part of its core deployment a set of 

shared UI capabilities supporting login, a 

cross-application dashboard (landing page) where 

users can track platform activities of interest, and 

administrative functions such as user and role 

management.  

Cloud Platform Independence
Nurocor has taken care to ensure that NCP can 

leverage advanced cloud platform services while at 

the same time preserving its independence from 

specific cloud platform lockdown mechanisms. While 

NCP can and does use cloud-hosted services (e.g., 

Amazon’s RDS for PostgreSQL) where appropriate, it 

is not tied to those services. Likewise, all deployment 

images are based on purely open source executables 

such as Ubuntu Linux rather than being tied to a 

cloud-specific version of such executables. This gives 

Nurocor and its customers and partners the 

flexibility to deploy to any modern cloud platform. 

Scalability, Resiliency
and Security

Docker/Kubernetes Deployment 
Backbone
A key aspect to any enterprise-class software 

platform is effective DevOps execution – how 

does an IT organization efficiently deploy and 

manage the various components making up the 

platform to support the demanding Service-Level 

Agreement (SLA) criteria expected by large 

enterprises? To support such demanding 

requirements for application deployment and 

delivery, the software industry has largely 

coalesced around the combination of stateless 

containerized executable instances (Docker) 

managed by a robust container orchestration and 

automation platform (Kubernetes), and Nurocor 

is no different in this regard. 

Docker containers provide the common 

deployment element for NCP’s 

Kubernetes-managed instances. Each NCP UI 

application, microservice or other executable 

element is built as a Docker container that 

includes the base operating system (Linux in the 

case of Nurocor-provided microservices and UI 

applications) along with any other runtime 

components necessary for its operation. 

Deployment-specific aspects (such as 

connectivity to a microservice’s underlying 

persistence store) are specified via parameterized 

Docker-specific deployment documents that in 

turn consume a set of NCP-instance-specific 

parameters. This abstracted deployment approach 

enables Nurocor to quickly specify and create a 

new NCP instance on demand for cloud-based 

installations. On premises installations may require 

a bit more up-front configuration to align with 

enterprise infrastructure and deployment 

practices, but once this initial setup work is 

completed, further installation management 

becomes very straightforward.

The Kubernetes runtime platform is designed to 

work with containerized deployment images 

(Docker being the primary example). Kubernetes 

provides robust support for secure API registration 

and interservice communication, automated 

instance monitoring (including restart of failing 

instances), cluster management for purposes of 

scalability, and a common means of configuring 

deployments in a templatized manner to easily 

support cloud-hosted (both Nurocor-based and 

customer-specific) and traditional on premises 

deployments. This layered template approach 

allows Nurocor to precisely control variable 

elements of platform deployment at multiple levels, 

fine-tuning each NCP instance to specific customer 

needs and expectations.

Support for Synchronous (HTTP) and 
Asynchronous (AMQP) Communications
While Kubernetes provides a private (10.x.x.x) IP 

network suitable for secure HTTP-based 

synchronous interservice communications as part 

of its base deployment, there are scenarios where 

asynchronous communications between services is 

a preferred or even necessary model. To this end, 

every NCP installation is deployed with a dedicated 

RabbitMQ instance thereby facilitating 

AMQP-based publish/subscribe (“pub/sub”) and 

asynchronous “set and forget” communications 

modes for NCP-deployed services. 

Pub/sub is particularly useful for loosely coupled 

cross-service updates; e.g., microservice A 

persists an update to a business object of general 

interest and publishes the particulars of that 

update to an AMQP topic. Other microservices 

(e.g., microservice B) interested in such an 

update register a subscription to that topic with 

the RabbitMQ instance at startup time and 

subsequently receive any notifications sent to 

that topic as appropriate. For example, the NCP 

Notification service subscribes to a designated 

well-known “notification item” topic; other NCP 

microservices can publish messages to this topic 

when actions of potentially broader interest 

have occurred, with the Notification service 

responsible for managing the various channels 

(e.g., email, collaboration platform team/channel, 

NCP dashboard) that various users have 

registered as their preferred notification paths. 

RabbitMQ’s guaranteed delivery mechanism 

relieves the publisher of all further 

responsibilities for the emitted message once it 

receives initial acknowledgement of message 

receipt. Of particular note is that such 

communications readily enable incremental 

expansion of NCP platform capabilities; each 

new microservice simply publishes to and 

registers for its topics of interest and acts on 

topic activity per its functional responsibilities. 

The publisher need not have any awareness of 

message consumers; it simply emits relevant 

messages as appropriate for the underlying 

microservice activity. The subscriber need not 

have any awareness of the specific microservice 

which emitted any one specific message for a 

designated topic; it simply acts on the message per 

its topic responsibilities.  

Set and forget asynchronous messaging supports 

another use case that is particularly important to 

regulated industries such as pharmaceuticals. FDA 

regulation 21 CFR Part 11 mandates that all 

business activities affecting the clinical development 

lifecycle produce audit trail entries documenting 

what activity occurred, who executed the activity 

and when the activity was executed. To fulfill this 

mandate, an NCP microservice simply sends an 

appropriate audit message to the RabbitMQ 

instance embedded within the NCP installation; 

once the microservice receives acknowledgement of 

message receipt from RabbitMQ it is assured that 

the associated audit record will eventually be 

persisted per 21 CFR Part 11 requirements.

Secure API Gateway Perimeter
As an API-driven platform, NCP must of course 

provide external access to microservice APIs both 

for use by NCP UI applications as well as for 

cross-platform integration purposes (e.g., 

rules-driven clinical data transformation engines 

converting study collection data to tabulation and/or 

analysis datasets). To support these requirements, 

Nurocor has developed a lightweight API Gateway 

component that is deployed as part of every NCP 

instance. This API Gateway component supports 

three key capabilities:

 • Secure API perimeter for server-side functional 

and utility microservices

 • Flexible user authentication via a pluggable 

authentication framework

 • GraphQL federation as described previously 

in the API-Driven section above

As part of its implementation, the NCP API 

Gateway takes advantage of robust Node.js 

open source components for API security and 

user authentication. The API Gateway serves as 

an SSL termination point for inbound API calls, 

ensuring encrypted communications outside of 

the Kubernetes-enabled NCP secure zone (i.e., 

private IP network). All incoming API calls must 

include valid NCP user credentials or the API 

Gateway will reject the invocation (more on how 

the API Gateway manages user credentials in 

the Pluggable Authentication section below). 

Once the API Gateway has determined that the 

invocation is valid, it forwards the call to the 

correct microservice (which has previously 

registered its externally-exposed APIs with the 

gateway during platform startup) via HTTP over 

the Kubernetes-provided internal network, 

passing an NCP-specific user token which the 

target microservice uses to confirm that the 

requesting user has the appropriate role or roles 

required to execute the requested operation.

Pluggable Authentication
Secure and reliable user authentication is a 

critical element of platform security. As is the 

case with all modern application platforms, the 

NCP API Gateway delegates authentication 

responsibility to an external authority. Through 

the Strategy design pattern as implemented by 

the open source authentication component 

embedded within the API Gateway, NCP 

supports over a dozen authentication methods 

ranging from direct LDAP integration to 

SAML-based SSO, OpenID, OAuth 2.0 and other 

externalized Identity Provider (IDP) techniques. 

Once a user credential has been validated (either via 

direct LDAP-based login or SSO-based redirection to 

an IDP), the API Gateway converts the associated 

userid and other session-specific parameters into a 

JSON Web Token (JWT) for use by the NCP UI or 

other external client. It then becomes the client’s 

responsibility to maintain the JWT in encrypted 

form and include it in all API calls for the duration of 

the user session.

Modern Platform Administration Tools
As shown in the previous sections of this whitepaper, 

Nurocor is a strong believer in not reinventing the 

wheel when suitable technologies exist in the open 

source community. This mindset extends to NCP 

instance administration. The Rancher open source 

project provides a highly capable browser-based UI 

console for administering Kubernetes installations. 

Likewise, Kibana is an ideal UI client for accessing 

Elasticsearch-persisted NCP Platform logs (both 

audit and technical/debug).

For Nurocor-hosted NCP instances, these 

administrative tools sit alongside the broad range of 

administrative capabilities provided by Amazon Web 

Services. For example, Amazon’s PostgreSQL RDS 

provides configurable automated backup facilities 

that greatly simplify Nurocor’s ability to meet any 

customer’s Recovery Point mandate within an 

agreed-to SLA. 

Openness and pluggability

Loosely Coupled Integration via APIs
All NCP APIs externalized via the API Gateway 

are available for partner and customer 

integration. Software providers such as 

Accenture and eClinical Solutions currently take 

advantage of this ready access to NCP content, 

and many Nurocor customers also implement 

special-purpose utilities using these APIs 

(including SQL read-only data views where 

available). NCP microservices also directly 

integrate via API calls with partner platforms 

such as Medidata Rave and Pinnacle 21. When 

integrating with products lacking support for 

direct API-based access, NCP produces exports 

in both industry standard (e.g., ODM, Define.xml 

and RDF) and product specific (e.g., Medidata 

Rave ALS and Oracle Inform CSML) formats.

Internal Platform Integration via Shared 
Utility Microservices and UI Components
NCP is designed from the ground up to support 

seamless deep integration. As the platform 

matures, Nurocor will fully document all utility 

microservices such as Log/Audit, Notification, 

Role-Based Access Control (RBAC), and 

Workflow for use by partner and customer 

functional microservices. In addition, partners 

and customers choosing Java or Node.js as their 

implementation language will be able to base 

their microservices on prebuilt frameworks 

as discussed previously in the Support for 

Multiple Programming Languages section 

above, and they will have direct access to the 

shared persistence options provided by the 

platform. Lastly, customers and partners can 

choose to directly integrate with NCP at the 

UI level by taking advantage of the 

Vue-based UI integration library described in 

Seamless Cross-App Navigation Through 

Common UI Framework. 

Conclusion

Nurocor’s NCP provides industry-leading clinical 

lifecycle capabilities in a robust and future-proof 

shared platform. Leveraging leading open source 

products and components, Nurocor delivers on 

the principles of modularity and flexibility; 

scalability, resiliency and security; and openness 

and pluggability in a well-integrated package 

deployable in the cloud or on-premises.



Microservice-Based Architecture
Microservices emerged onto the software 

engineering forefront in the early 2010s as an 

alternative to more traditional monolithic 

development approaches. The core principle 

behind a microservice-based architecture is 

separation of concerns – each microservice has 

full responsibility for a cohesive set of objects and 

delivers capabilities supporting the creation and 

use of those objects via well-defined APIs. While 

microservices can (and typically do) establish 

dependencies on other microservices deployed 

within a microservice-based platform, each 

microservice is an independently deployable unit. 

A microservice architecture inherently leads to an 

incremental development approach, with multiple 

teams building out platform capabilities in parallel. 

Such an architectural approach is ideally suited for 

modern Continuous Integration/Continuous 

Delivery (CI/CD) development techniques, as each 

team is free to update its microservice 

independently of all other teams throughout the 

development cycle as long as that microservice 

adheres to its previously agreed-to API contract. 

Thus, microservice-based architectures are 

invariably coupled with agile test-driven 

development methodologies where all newly 

committed code is accompanied by a suite of 

automated tests run with every build to ensure 

contract conformance. Nurocor conforms to these 

principles throughout its development and 

delivery of NCP.

Support for Multiple
Programming Languages
Because each microservice is independently 

developed and deployed, a microservice 

architecture inherently enables support for 

multiple programming languages, thereby allowing 

each team to select a language of choice best 

suited to their development needs. One key 

benefit of this flexibility is the ability to choose 

from the wide range of available language-specific 

open source projects free from language 

constraints when making initial design decisions 

for a particular microservice. The Nurocor team is 

proficient in Java and Node.js and so has 

developed NCP microservices based on those 

languages, but there is nothing preventing Nurocor 

(or its partners and customers) from selecting 

alternative languages for future microservice 

development. As part of its support for Java and 

Node.js, Nurocor has developed baseline 

microservice frameworks for each language that 

serve as templates for development teams 

beginning development of a new microservice. 

Such templates ensure consistency in 

development approach and increase development 

velocity as no time is spent reinventing the wheel 

for core microservice facilities.

Choice of Data Persistence Platforms
Another benefit of a microservice-based 

architecture is the freedom given to each 

microservice team to select an appropriate 

technology for persisting its data. NCP provides 

PostgreSQL (relational), ElasticSearch (document) 

and ArangoDB (document/graph blend) instances 
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with each deployment, with near-term plans to add 

support for an RDF Triple Store (graph) persistence 

platform to the mix. All persistence platforms installed 

with an NCP instance are sharable across multiple 

microservices, with each microservice maintaining its 

own data partition according to the mechanisms 

supported by the selected platform. By providing 

relational, document-oriented, and graph-oriented 

persistence platforms out of the box, NCP ensures 

that each microservice is free to implement its data 

model in the most efficient manner based on the 

requirements placed on that microservice.

API-Driven
NCP microservices need to communicate with each 

other and, as one would expect from a modern 

application platform, they do so via API calls. NCP 

microservices are “GraphQL first” in nature, exposing 

core Create/Read/Update/Delete (CRUD) actions on 

their business objects via GraphQL queries and 

mutations. GraphQL, originally developed by 

Facebook as part of its microservice-based platform 

architecture, provides two important features that 

make it especially well-suited for such development:

 • Federation: GraphQL supports the concept of API 

federation, where each microservice contributes 

its business object declarations to an 

all-encompassing graph spanning the entire set of 

business objects deployed into the platform. As 

each new microservice is deployed into the 

platform, it augments this object graph with the 

new objects for which it has responsibility. A 

GraphQL API consumer can in turn initiate a 

single API query that spans as much of the graph 

as is needed, with server-side infrastructure 

efficiently merging the content to support the 

API request.

 • Field (Attribute) Selectivity: as a natural 

complement to business object federation, 

GraphQL also allows API consumers to 

precisely identify which object fields 

(attributes) are to be returned in query 

results. This eliminates the potential concern 

of very large datasets being returned to the 

client in response to a broad query 

invocation, while at the same time 

eliminating the need to implement multiple 

purpose-specific APIs supporting various 

combinations of object content to suit the 

needs of the client.  

While GraphQL is appropriate for most 

microservice APIs within NCP, there are cases 

where more traditional REST-oriented APIs are 

more suitable. Each microservice team 

determines the best combination of APIs to 

support the delivery of its capabilities. 

Seamless Cross-App Navigation 
Through a Common UI Framework
Up to this point our discussion has been focused 

on what is traditionally referred to as the server 

side, or backend of an application. NCP ensures 

clear separation of presentation from business 

logic through a set of Node.js-based applications 

exposed to browser-based end users, each of 

which securely communicates with underlying 

microservices via APIs. All app-to-microservice 

calls pass through a purpose-built API Gateway 

included as part of the NCP core (more on this 

topic later in the whitepaper). Each UI 

application is deployed as a peer element within 

a consolidated UI framework, sharing common 

look-and-feel and navigational elements via 

incorporation of Vue-based shared UI library 

components and thereby presenting the end-user 

with a seamless transition across applications. NCP 

also provides as part of its core deployment a set of 

shared UI capabilities supporting login, a 

cross-application dashboard (landing page) where 

users can track platform activities of interest, and 

administrative functions such as user and role 

management.  

Cloud Platform Independence
Nurocor has taken care to ensure that NCP can 

leverage advanced cloud platform services while at 

the same time preserving its independence from 

specific cloud platform lockdown mechanisms. While 

NCP can and does use cloud-hosted services (e.g., 

Amazon’s RDS for PostgreSQL) where appropriate, it 

is not tied to those services. Likewise, all deployment 

images are based on purely open source executables 

such as Ubuntu Linux rather than being tied to a 

cloud-specific version of such executables. This gives 

Nurocor and its customers and partners the 

flexibility to deploy to any modern cloud platform. 

Scalability, Resiliency
and Security

Docker/Kubernetes Deployment 
Backbone
A key aspect to any enterprise-class software 

platform is effective DevOps execution – how 

does an IT organization efficiently deploy and 

manage the various components making up the 

platform to support the demanding Service-Level 

Agreement (SLA) criteria expected by large 

enterprises? To support such demanding 

requirements for application deployment and 

delivery, the software industry has largely 

coalesced around the combination of stateless 

containerized executable instances (Docker) 

managed by a robust container orchestration and 

automation platform (Kubernetes), and Nurocor 

is no different in this regard. 

Docker containers provide the common 

deployment element for NCP’s 

Kubernetes-managed instances. Each NCP UI 

application, microservice or other executable 

element is built as a Docker container that 

includes the base operating system (Linux in the 

case of Nurocor-provided microservices and UI 

applications) along with any other runtime 

components necessary for its operation. 

Deployment-specific aspects (such as 

connectivity to a microservice’s underlying 

persistence store) are specified via parameterized 

Docker-specific deployment documents that in 

turn consume a set of NCP-instance-specific 

parameters. This abstracted deployment approach 

enables Nurocor to quickly specify and create a 

new NCP instance on demand for cloud-based 

installations. On premises installations may require 

a bit more up-front configuration to align with 

enterprise infrastructure and deployment 

practices, but once this initial setup work is 

completed, further installation management 

becomes very straightforward.

The Kubernetes runtime platform is designed to 

work with containerized deployment images 

(Docker being the primary example). Kubernetes 

provides robust support for secure API registration 

and interservice communication, automated 

instance monitoring (including restart of failing 

instances), cluster management for purposes of 

scalability, and a common means of configuring 

deployments in a templatized manner to easily 

support cloud-hosted (both Nurocor-based and 

customer-specific) and traditional on premises 

deployments. This layered template approach 

allows Nurocor to precisely control variable 

elements of platform deployment at multiple levels, 

fine-tuning each NCP instance to specific customer 

needs and expectations.

Support for Synchronous (HTTP) and 
Asynchronous (AMQP) Communications
While Kubernetes provides a private (10.x.x.x) IP 

network suitable for secure HTTP-based 

synchronous interservice communications as part 

of its base deployment, there are scenarios where 

asynchronous communications between services is 

a preferred or even necessary model. To this end, 

every NCP installation is deployed with a dedicated 

RabbitMQ instance thereby facilitating 

AMQP-based publish/subscribe (“pub/sub”) and 

asynchronous “set and forget” communications 

modes for NCP-deployed services. 

Pub/sub is particularly useful for loosely coupled 

cross-service updates; e.g., microservice A 

persists an update to a business object of general 

interest and publishes the particulars of that 

update to an AMQP topic. Other microservices 

(e.g., microservice B) interested in such an 

update register a subscription to that topic with 

the RabbitMQ instance at startup time and 

subsequently receive any notifications sent to 

that topic as appropriate. For example, the NCP 

Notification service subscribes to a designated 

well-known “notification item” topic; other NCP 

microservices can publish messages to this topic 

when actions of potentially broader interest 

have occurred, with the Notification service 

responsible for managing the various channels 

(e.g., email, collaboration platform team/channel, 

NCP dashboard) that various users have 

registered as their preferred notification paths. 

RabbitMQ’s guaranteed delivery mechanism 

relieves the publisher of all further 

responsibilities for the emitted message once it 

receives initial acknowledgement of message 

receipt. Of particular note is that such 

communications readily enable incremental 

expansion of NCP platform capabilities; each 

new microservice simply publishes to and 

registers for its topics of interest and acts on 

topic activity per its functional responsibilities. 

The publisher need not have any awareness of 

message consumers; it simply emits relevant 

messages as appropriate for the underlying 

microservice activity. The subscriber need not 

have any awareness of the specific microservice 

which emitted any one specific message for a 

designated topic; it simply acts on the message per 

its topic responsibilities.  

Set and forget asynchronous messaging supports 

another use case that is particularly important to 

regulated industries such as pharmaceuticals. FDA 

regulation 21 CFR Part 11 mandates that all 

business activities affecting the clinical development 

lifecycle produce audit trail entries documenting 

what activity occurred, who executed the activity 

and when the activity was executed. To fulfill this 

mandate, an NCP microservice simply sends an 

appropriate audit message to the RabbitMQ 

instance embedded within the NCP installation; 

once the microservice receives acknowledgement of 

message receipt from RabbitMQ it is assured that 

the associated audit record will eventually be 

persisted per 21 CFR Part 11 requirements.

Secure API Gateway Perimeter
As an API-driven platform, NCP must of course 

provide external access to microservice APIs both 

for use by NCP UI applications as well as for 

cross-platform integration purposes (e.g., 

rules-driven clinical data transformation engines 

converting study collection data to tabulation and/or 

analysis datasets). To support these requirements, 

Nurocor has developed a lightweight API Gateway 

component that is deployed as part of every NCP 

instance. This API Gateway component supports 

three key capabilities:

 • Secure API perimeter for server-side functional 

and utility microservices

 • Flexible user authentication via a pluggable 

authentication framework

 • GraphQL federation as described previously 

in the API-Driven section above

As part of its implementation, the NCP API 

Gateway takes advantage of robust Node.js 

open source components for API security and 

user authentication. The API Gateway serves as 

an SSL termination point for inbound API calls, 

ensuring encrypted communications outside of 

the Kubernetes-enabled NCP secure zone (i.e., 

private IP network). All incoming API calls must 

include valid NCP user credentials or the API 

Gateway will reject the invocation (more on how 

the API Gateway manages user credentials in 

the Pluggable Authentication section below). 

Once the API Gateway has determined that the 

invocation is valid, it forwards the call to the 

correct microservice (which has previously 

registered its externally-exposed APIs with the 

gateway during platform startup) via HTTP over 

the Kubernetes-provided internal network, 

passing an NCP-specific user token which the 

target microservice uses to confirm that the 

requesting user has the appropriate role or roles 

required to execute the requested operation.

Pluggable Authentication
Secure and reliable user authentication is a 

critical element of platform security. As is the 

case with all modern application platforms, the 

NCP API Gateway delegates authentication 

responsibility to an external authority. Through 

the Strategy design pattern as implemented by 

the open source authentication component 

embedded within the API Gateway, NCP 

supports over a dozen authentication methods 

ranging from direct LDAP integration to 

SAML-based SSO, OpenID, OAuth 2.0 and other 

externalized Identity Provider (IDP) techniques. 

Once a user credential has been validated (either via 

direct LDAP-based login or SSO-based redirection to 

an IDP), the API Gateway converts the associated 

userid and other session-specific parameters into a 

JSON Web Token (JWT) for use by the NCP UI or 

other external client. It then becomes the client’s 

responsibility to maintain the JWT in encrypted 

form and include it in all API calls for the duration of 

the user session.

Modern Platform Administration Tools
As shown in the previous sections of this whitepaper, 

Nurocor is a strong believer in not reinventing the 

wheel when suitable technologies exist in the open 

source community. This mindset extends to NCP 

instance administration. The Rancher open source 

project provides a highly capable browser-based UI 

console for administering Kubernetes installations. 

Likewise, Kibana is an ideal UI client for accessing 

Elasticsearch-persisted NCP Platform logs (both 

audit and technical/debug).

For Nurocor-hosted NCP instances, these 

administrative tools sit alongside the broad range of 

administrative capabilities provided by Amazon Web 

Services. For example, Amazon’s PostgreSQL RDS 

provides configurable automated backup facilities 

that greatly simplify Nurocor’s ability to meet any 

customer’s Recovery Point mandate within an 

agreed-to SLA. 

Openness and pluggability

Loosely Coupled Integration via APIs
All NCP APIs externalized via the API Gateway 

are available for partner and customer 

integration. Software providers such as 

Accenture and eClinical Solutions currently take 

advantage of this ready access to NCP content, 

and many Nurocor customers also implement 

special-purpose utilities using these APIs 

(including SQL read-only data views where 

available). NCP microservices also directly 

integrate via API calls with partner platforms 

such as Medidata Rave and Pinnacle 21. When 

integrating with products lacking support for 

direct API-based access, NCP produces exports 

in both industry standard (e.g., ODM, Define.xml 

and RDF) and product specific (e.g., Medidata 

Rave ALS and Oracle Inform CSML) formats.

Internal Platform Integration via Shared 
Utility Microservices and UI Components
NCP is designed from the ground up to support 

seamless deep integration. As the platform 

matures, Nurocor will fully document all utility 

microservices such as Log/Audit, Notification, 

Role-Based Access Control (RBAC), and 

Workflow for use by partner and customer 

functional microservices. In addition, partners 

and customers choosing Java or Node.js as their 

implementation language will be able to base 

their microservices on prebuilt frameworks 

as discussed previously in the Support for 

Multiple Programming Languages section 

above, and they will have direct access to the 

shared persistence options provided by the 

platform. Lastly, customers and partners can 

choose to directly integrate with NCP at the 

UI level by taking advantage of the 

Vue-based UI integration library described in 

Seamless Cross-App Navigation Through 

Common UI Framework. 

Conclusion

Nurocor’s NCP provides industry-leading clinical 

lifecycle capabilities in a robust and future-proof 

shared platform. Leveraging leading open source 

products and components, Nurocor delivers on 

the principles of modularity and flexibility; 

scalability, resiliency and security; and openness 

and pluggability in a well-integrated package 

deployable in the cloud or on-premises.
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Microservice-Based Architecture
Microservices emerged onto the software 

engineering forefront in the early 2010s as an 

alternative to more traditional monolithic 

development approaches. The core principle 

behind a microservice-based architecture is 

separation of concerns – each microservice has 

full responsibility for a cohesive set of objects and 

delivers capabilities supporting the creation and 

use of those objects via well-defined APIs. While 

microservices can (and typically do) establish 

dependencies on other microservices deployed 

within a microservice-based platform, each 

microservice is an independently deployable unit. 

A microservice architecture inherently leads to an 

incremental development approach, with multiple 

teams building out platform capabilities in parallel. 

Such an architectural approach is ideally suited for 

modern Continuous Integration/Continuous 

Delivery (CI/CD) development techniques, as each 

team is free to update its microservice 

independently of all other teams throughout the 

development cycle as long as that microservice 

adheres to its previously agreed-to API contract. 

Thus, microservice-based architectures are 

invariably coupled with agile test-driven 

development methodologies where all newly 

committed code is accompanied by a suite of 

automated tests run with every build to ensure 

contract conformance. Nurocor conforms to these 

principles throughout its development and 

delivery of NCP.

Support for Multiple
Programming Languages
Because each microservice is independently 

developed and deployed, a microservice 

architecture inherently enables support for 

multiple programming languages, thereby allowing 

each team to select a language of choice best 

suited to their development needs. One key 

benefit of this flexibility is the ability to choose 

from the wide range of available language-specific 

open source projects free from language 

constraints when making initial design decisions 

for a particular microservice. The Nurocor team is 

proficient in Java and Node.js and so has 

developed NCP microservices based on those 

languages, but there is nothing preventing Nurocor 

(or its partners and customers) from selecting 

alternative languages for future microservice 

development. As part of its support for Java and 

Node.js, Nurocor has developed baseline 

microservice frameworks for each language that 

serve as templates for development teams 

beginning development of a new microservice. 

Such templates ensure consistency in 

development approach and increase development 

velocity as no time is spent reinventing the wheel 

for core microservice facilities.

Choice of Data Persistence Platforms
Another benefit of a microservice-based 

architecture is the freedom given to each 

microservice team to select an appropriate 

technology for persisting its data. NCP provides 

PostgreSQL (relational), ElasticSearch (document) 

and ArangoDB (document/graph blend) instances 

with each deployment, with near-term plans to add 

support for an RDF Triple Store (graph) persistence 

platform to the mix. All persistence platforms installed 

with an NCP instance are sharable across multiple 

microservices, with each microservice maintaining its 

own data partition according to the mechanisms 

supported by the selected platform. By providing 

relational, document-oriented, and graph-oriented 

persistence platforms out of the box, NCP ensures 

that each microservice is free to implement its data 

model in the most efficient manner based on the 

requirements placed on that microservice.

API-Driven
NCP microservices need to communicate with each 

other and, as one would expect from a modern 

application platform, they do so via API calls. NCP 

microservices are “GraphQL first” in nature, exposing 

core Create/Read/Update/Delete (CRUD) actions on 

their business objects via GraphQL queries and 

mutations. GraphQL, originally developed by 

Facebook as part of its microservice-based platform 

architecture, provides two important features that 

make it especially well-suited for such development:

 • Federation: GraphQL supports the concept of API 

federation, where each microservice contributes 

its business object declarations to an 

all-encompassing graph spanning the entire set of 

business objects deployed into the platform. As 

each new microservice is deployed into the 

platform, it augments this object graph with the 

new objects for which it has responsibility. A 

GraphQL API consumer can in turn initiate a 

single API query that spans as much of the graph 

as is needed, with server-side infrastructure 

efficiently merging the content to support the 

API request.

 • Field (Attribute) Selectivity: as a natural 

complement to business object federation, 

GraphQL also allows API consumers to 

precisely identify which object fields 

(attributes) are to be returned in query 

results. This eliminates the potential concern 

of very large datasets being returned to the 

client in response to a broad query 

invocation, while at the same time 

eliminating the need to implement multiple 

purpose-specific APIs supporting various 

combinations of object content to suit the 

needs of the client.  

While GraphQL is appropriate for most 

microservice APIs within NCP, there are cases 

where more traditional REST-oriented APIs are 

more suitable. Each microservice team 

determines the best combination of APIs to 

support the delivery of its capabilities. 

Seamless Cross-App Navigation 
Through a Common UI Framework
Up to this point our discussion has been focused 

on what is traditionally referred to as the server 

side, or backend of an application. NCP ensures 

clear separation of presentation from business 

logic through a set of Node.js-based applications 

exposed to browser-based end users, each of 

which securely communicates with underlying 

microservices via APIs. All app-to-microservice 

calls pass through a purpose-built API Gateway 

included as part of the NCP core (more on this 

topic later in the whitepaper). Each UI 

application is deployed as a peer element within 

a consolidated UI framework, sharing common 

look-and-feel and navigational elements via 

incorporation of Vue-based shared UI library 

components and thereby presenting the end-user 

with a seamless transition across applications. NCP 

also provides as part of its core deployment a set of 

shared UI capabilities supporting login, a 

cross-application dashboard (landing page) where 

users can track platform activities of interest, and 

administrative functions such as user and role 

management.  

Cloud Platform Independence
Nurocor has taken care to ensure that NCP can 

leverage advanced cloud platform services while at 

the same time preserving its independence from 

specific cloud platform lockdown mechanisms. While 

NCP can and does use cloud-hosted services (e.g., 

Amazon’s RDS for PostgreSQL) where appropriate, it 

is not tied to those services. Likewise, all deployment 

images are based on purely open source executables 

such as Ubuntu Linux rather than being tied to a 

cloud-specific version of such executables. This gives 

Nurocor and its customers and partners the 

flexibility to deploy to any modern cloud platform. 

Scalability, Resiliency
and Security

Docker/Kubernetes Deployment 
Backbone
A key aspect to any enterprise-class software 

platform is effective DevOps execution – how 

does an IT organization efficiently deploy and 

manage the various components making up the 

platform to support the demanding Service-Level 

Agreement (SLA) criteria expected by large 

enterprises? To support such demanding 

requirements for application deployment and 

delivery, the software industry has largely 

coalesced around the combination of stateless 

containerized executable instances (Docker) 

managed by a robust container orchestration and 

automation platform (Kubernetes), and Nurocor 

is no different in this regard. 

Docker containers provide the common 

deployment element for NCP’s 

Kubernetes-managed instances. Each NCP UI 

application, microservice or other executable 

element is built as a Docker container that 

includes the base operating system (Linux in the 

case of Nurocor-provided microservices and UI 

applications) along with any other runtime 

components necessary for its operation. 

Deployment-specific aspects (such as 

connectivity to a microservice’s underlying 

persistence store) are specified via parameterized 

Docker-specific deployment documents that in 

turn consume a set of NCP-instance-specific 

parameters. This abstracted deployment approach 

enables Nurocor to quickly specify and create a 

new NCP instance on demand for cloud-based 

installations. On premises installations may require 

a bit more up-front configuration to align with 

enterprise infrastructure and deployment 

practices, but once this initial setup work is 

completed, further installation management 

becomes very straightforward.

The Kubernetes runtime platform is designed to 

work with containerized deployment images 

(Docker being the primary example). Kubernetes 

provides robust support for secure API registration 

and interservice communication, automated 

instance monitoring (including restart of failing 

instances), cluster management for purposes of 

scalability, and a common means of configuring 

deployments in a templatized manner to easily 

support cloud-hosted (both Nurocor-based and 

customer-specific) and traditional on premises 

deployments. This layered template approach 

allows Nurocor to precisely control variable 

elements of platform deployment at multiple levels, 

fine-tuning each NCP instance to specific customer 

needs and expectations.

Support for Synchronous (HTTP) and 
Asynchronous (AMQP) Communications
While Kubernetes provides a private (10.x.x.x) IP 

network suitable for secure HTTP-based 

synchronous interservice communications as part 

of its base deployment, there are scenarios where 

asynchronous communications between services is 

a preferred or even necessary model. To this end, 

every NCP installation is deployed with a dedicated 

RabbitMQ instance thereby facilitating 

AMQP-based publish/subscribe (“pub/sub”) and 

asynchronous “set and forget” communications 

modes for NCP-deployed services. 

Pub/sub is particularly useful for loosely coupled 

cross-service updates; e.g., microservice A 

persists an update to a business object of general 

interest and publishes the particulars of that 

update to an AMQP topic. Other microservices 

(e.g., microservice B) interested in such an 

update register a subscription to that topic with 

the RabbitMQ instance at startup time and 

subsequently receive any notifications sent to 

that topic as appropriate. For example, the NCP 

Notification service subscribes to a designated 

well-known “notification item” topic; other NCP 

microservices can publish messages to this topic 

when actions of potentially broader interest 

have occurred, with the Notification service 

responsible for managing the various channels 

(e.g., email, collaboration platform team/channel, 

NCP dashboard) that various users have 

registered as their preferred notification paths. 

RabbitMQ’s guaranteed delivery mechanism 

relieves the publisher of all further 

responsibilities for the emitted message once it 

receives initial acknowledgement of message 

receipt. Of particular note is that such 

communications readily enable incremental 

expansion of NCP platform capabilities; each 

new microservice simply publishes to and 

registers for its topics of interest and acts on 

topic activity per its functional responsibilities. 

The publisher need not have any awareness of 

message consumers; it simply emits relevant 

messages as appropriate for the underlying 

microservice activity. The subscriber need not 

have any awareness of the specific microservice 

which emitted any one specific message for a 

designated topic; it simply acts on the message per 

its topic responsibilities.  

Set and forget asynchronous messaging supports 

another use case that is particularly important to 

regulated industries such as pharmaceuticals. FDA 

regulation 21 CFR Part 11 mandates that all 

business activities affecting the clinical development 

lifecycle produce audit trail entries documenting 

what activity occurred, who executed the activity 

and when the activity was executed. To fulfill this 

mandate, an NCP microservice simply sends an 

appropriate audit message to the RabbitMQ 

instance embedded within the NCP installation; 

once the microservice receives acknowledgement of 

message receipt from RabbitMQ it is assured that 

the associated audit record will eventually be 

persisted per 21 CFR Part 11 requirements.

Secure API Gateway Perimeter
As an API-driven platform, NCP must of course 

provide external access to microservice APIs both 

for use by NCP UI applications as well as for 

cross-platform integration purposes (e.g., 

rules-driven clinical data transformation engines 

converting study collection data to tabulation and/or 

analysis datasets). To support these requirements, 

Nurocor has developed a lightweight API Gateway 

component that is deployed as part of every NCP 

instance. This API Gateway component supports 

three key capabilities:

 • Secure API perimeter for server-side functional 

and utility microservices

 • Flexible user authentication via a pluggable 

authentication framework

 • GraphQL federation as described previously 

in the API-Driven section above

As part of its implementation, the NCP API 

Gateway takes advantage of robust Node.js 

open source components for API security and 

user authentication. The API Gateway serves as 

an SSL termination point for inbound API calls, 

ensuring encrypted communications outside of 

the Kubernetes-enabled NCP secure zone (i.e., 

private IP network). All incoming API calls must 

include valid NCP user credentials or the API 

Gateway will reject the invocation (more on how 

the API Gateway manages user credentials in 

the Pluggable Authentication section below). 

Once the API Gateway has determined that the 

invocation is valid, it forwards the call to the 

correct microservice (which has previously 

registered its externally-exposed APIs with the 

gateway during platform startup) via HTTP over 

the Kubernetes-provided internal network, 

passing an NCP-specific user token which the 

target microservice uses to confirm that the 

requesting user has the appropriate role or roles 

required to execute the requested operation.

Pluggable Authentication
Secure and reliable user authentication is a 

critical element of platform security. As is the 

case with all modern application platforms, the 

NCP API Gateway delegates authentication 

responsibility to an external authority. Through 

the Strategy design pattern as implemented by 

the open source authentication component 

embedded within the API Gateway, NCP 

supports over a dozen authentication methods 

ranging from direct LDAP integration to 

SAML-based SSO, OpenID, OAuth 2.0 and other 

externalized Identity Provider (IDP) techniques. 

Once a user credential has been validated (either via 

direct LDAP-based login or SSO-based redirection to 

an IDP), the API Gateway converts the associated 

userid and other session-specific parameters into a 

JSON Web Token (JWT) for use by the NCP UI or 

other external client. It then becomes the client’s 

responsibility to maintain the JWT in encrypted 

form and include it in all API calls for the duration of 

the user session.

Modern Platform Administration Tools
As shown in the previous sections of this whitepaper, 

Nurocor is a strong believer in not reinventing the 

wheel when suitable technologies exist in the open 

source community. This mindset extends to NCP 

instance administration. The Rancher open source 

project provides a highly capable browser-based UI 

console for administering Kubernetes installations. 

Likewise, Kibana is an ideal UI client for accessing 

Elasticsearch-persisted NCP Platform logs (both 

audit and technical/debug).

For Nurocor-hosted NCP instances, these 

administrative tools sit alongside the broad range of 

administrative capabilities provided by Amazon Web 

Services. For example, Amazon’s PostgreSQL RDS 

provides configurable automated backup facilities 

that greatly simplify Nurocor’s ability to meet any 

customer’s Recovery Point mandate within an 

agreed-to SLA. 

Openness and pluggability

Loosely Coupled Integration via APIs
All NCP APIs externalized via the API Gateway 

are available for partner and customer 

integration. Software providers such as 

Accenture and eClinical Solutions currently take 

advantage of this ready access to NCP content, 

and many Nurocor customers also implement 

special-purpose utilities using these APIs 

(including SQL read-only data views where 

available). NCP microservices also directly 

integrate via API calls with partner platforms 

such as Medidata Rave and Pinnacle 21. When 

integrating with products lacking support for 

direct API-based access, NCP produces exports 

in both industry standard (e.g., ODM, Define.xml 

and RDF) and product specific (e.g., Medidata 

Rave ALS and Oracle Inform CSML) formats.

Internal Platform Integration via Shared 
Utility Microservices and UI Components
NCP is designed from the ground up to support 

seamless deep integration. As the platform 

matures, Nurocor will fully document all utility 

microservices such as Log/Audit, Notification, 

Role-Based Access Control (RBAC), and 

Workflow for use by partner and customer 

functional microservices. In addition, partners 

and customers choosing Java or Node.js as their 

implementation language will be able to base 

their microservices on prebuilt frameworks 

as discussed previously in the Support for 

Multiple Programming Languages section 

above, and they will have direct access to the 

shared persistence options provided by the 

platform. Lastly, customers and partners can 

choose to directly integrate with NCP at the 

UI level by taking advantage of the 

Vue-based UI integration library described in 

Seamless Cross-App Navigation Through 

Common UI Framework. 

While workflow is categorized as a utility microservice 

within the NCP architecture, it has an outsized impact 

on platform functionality, efficiency, and ease of use 

when compared to other utility-level platform 

capabilities. Specifically, properly implemented 

workflow serves to unify activities and improve 

cross-discipline communication, freeing up teams to 

complete work in parallel at key junctures within the 

clinical development lifecycle.

Consider the case where a study is under design within 

NCP. The study designer starts from approved study 

activities (i.e. forms) based on industry and 

organizational standards (which are managed by the 

MDR component of the platform). These approved 

activities typically get the designer 80 to 90 percent of 

the way towards a complete study definition, but 

invariably there are aspects of a study that extend 

beyond currently approved standards definitions – 

perhaps because the study establishes new areas of 

scientific investigation, or because emerging testing 

and evaluation capabilities have recently come on 

board and have not yet been standardized. In such 

cases, the study designer typically needs to propose 

extensions to one or more aspects of the standards 

currently in use. In a traditional clinical development 

process, such proposals result in a roadblock 

preventing further progress on study design until 

outstanding change requests are resolved. Within NCP, 

however, Data Standards curation sits side-by-side 

Workflow as a Unifying Capability

with Study Design, enabling the study designer to 

initiate the standards extension request directly 

within the study under development. The Study 

Design application automatically passes this 

request to the Data Standards application; the 

Data Standards application in turn automatically 

initiates a change proposal that the NCP 

workflow routes through the appropriate 

stakeholders. Meanwhile, the Study Design 

application creates and stores a placeholder 

element within the study under design, allowing 

the designer to continue with their work. 

Once the data standards organization has 

completed the curation activities on the new 

request, NCP integrated workflow advances the 

proposed elements to the approved state within 

the Data Standards application and automatically 

notifies the study designer – both visibly within 

the Study Design application and via user 

notification to the NCP dashboard along with any 

other user-registered channels (e.g., email, 

collaboration platform such as Slack or Microsoft 

Teams). The designer can then simply accept the 

approved change within the Study Design 

application; upon acceptance the application 

automatically replaces the placeholder element 

with the approved element.

Conclusion

Nurocor’s NCP provides industry-leading clinical 

lifecycle capabilities in a robust and future-proof 

shared platform. Leveraging leading open source 

products and components, Nurocor delivers on 

the principles of modularity and flexibility; 

scalability, resiliency and security; and openness 

and pluggability in a well-integrated package 

deployable in the cloud or on-premises.

As you can see from this example, 

cross-application integrated NCP workflow; 

1) simplifies the effort involved in initiating 

change requests, 2) frees up the requestor to 

continue work in parallel with request curation, 

3) automatically notifies interested parties of 

request status and 4) seamlessly applies 

approved changes across NCP 

applications. In aggregate, these advanced 

capabilities enable parallel work activity 

across disciplines resulting in improved 

organization efficiency, communication 

and time to First Patient First Visit.  



Microservice-Based Architecture
Microservices emerged onto the software 

engineering forefront in the early 2010s as an 

alternative to more traditional monolithic 

development approaches. The core principle 

behind a microservice-based architecture is 

separation of concerns – each microservice has 

full responsibility for a cohesive set of objects and 

delivers capabilities supporting the creation and 

use of those objects via well-defined APIs. While 

microservices can (and typically do) establish 

dependencies on other microservices deployed 

within a microservice-based platform, each 

microservice is an independently deployable unit. 

A microservice architecture inherently leads to an 

incremental development approach, with multiple 

teams building out platform capabilities in parallel. 

Such an architectural approach is ideally suited for 

modern Continuous Integration/Continuous 

Delivery (CI/CD) development techniques, as each 

team is free to update its microservice 

independently of all other teams throughout the 

development cycle as long as that microservice 

adheres to its previously agreed-to API contract. 

Thus, microservice-based architectures are 

invariably coupled with agile test-driven 

development methodologies where all newly 

committed code is accompanied by a suite of 

automated tests run with every build to ensure 

contract conformance. Nurocor conforms to these 

principles throughout its development and 

delivery of NCP.

Support for Multiple
Programming Languages
Because each microservice is independently 

developed and deployed, a microservice 

architecture inherently enables support for 

multiple programming languages, thereby allowing 

each team to select a language of choice best 

suited to their development needs. One key 

benefit of this flexibility is the ability to choose 

from the wide range of available language-specific 

open source projects free from language 

constraints when making initial design decisions 

for a particular microservice. The Nurocor team is 

proficient in Java and Node.js and so has 

developed NCP microservices based on those 

languages, but there is nothing preventing Nurocor 

(or its partners and customers) from selecting 

alternative languages for future microservice 

development. As part of its support for Java and 

Node.js, Nurocor has developed baseline 

microservice frameworks for each language that 

serve as templates for development teams 

beginning development of a new microservice. 

Such templates ensure consistency in 

development approach and increase development 

velocity as no time is spent reinventing the wheel 

for core microservice facilities.

Choice of Data Persistence Platforms
Another benefit of a microservice-based 

architecture is the freedom given to each 

microservice team to select an appropriate 

technology for persisting its data. NCP provides 

PostgreSQL (relational), ElasticSearch (document) 

and ArangoDB (document/graph blend) instances 
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with each deployment, with near-term plans to add 

support for an RDF Triple Store (graph) persistence 

platform to the mix. All persistence platforms installed 

with an NCP instance are sharable across multiple 

microservices, with each microservice maintaining its 

own data partition according to the mechanisms 

supported by the selected platform. By providing 

relational, document-oriented, and graph-oriented 

persistence platforms out of the box, NCP ensures 

that each microservice is free to implement its data 

model in the most efficient manner based on the 

requirements placed on that microservice.

API-Driven
NCP microservices need to communicate with each 

other and, as one would expect from a modern 

application platform, they do so via API calls. NCP 

microservices are “GraphQL first” in nature, exposing 

core Create/Read/Update/Delete (CRUD) actions on 

their business objects via GraphQL queries and 

mutations. GraphQL, originally developed by 

Facebook as part of its microservice-based platform 

architecture, provides two important features that 

make it especially well-suited for such development:

 • Federation: GraphQL supports the concept of API 

federation, where each microservice contributes 

its business object declarations to an 

all-encompassing graph spanning the entire set of 

business objects deployed into the platform. As 

each new microservice is deployed into the 

platform, it augments this object graph with the 

new objects for which it has responsibility. A 

GraphQL API consumer can in turn initiate a 

single API query that spans as much of the graph 

as is needed, with server-side infrastructure 

efficiently merging the content to support the 

API request.

 • Field (Attribute) Selectivity: as a natural 

complement to business object federation, 

GraphQL also allows API consumers to 

precisely identify which object fields 

(attributes) are to be returned in query 

results. This eliminates the potential concern 

of very large datasets being returned to the 

client in response to a broad query 

invocation, while at the same time 

eliminating the need to implement multiple 

purpose-specific APIs supporting various 

combinations of object content to suit the 

needs of the client.  

While GraphQL is appropriate for most 

microservice APIs within NCP, there are cases 

where more traditional REST-oriented APIs are 

more suitable. Each microservice team 

determines the best combination of APIs to 

support the delivery of its capabilities. 

Seamless Cross-App Navigation 
Through a Common UI Framework
Up to this point our discussion has been focused 

on what is traditionally referred to as the server 

side, or backend of an application. NCP ensures 

clear separation of presentation from business 

logic through a set of Node.js-based applications 

exposed to browser-based end users, each of 

which securely communicates with underlying 

microservices via APIs. All app-to-microservice 

calls pass through a purpose-built API Gateway 

included as part of the NCP core (more on this 

topic later in the whitepaper). Each UI 

application is deployed as a peer element within 

a consolidated UI framework, sharing common 

look-and-feel and navigational elements via 

incorporation of Vue-based shared UI library 

components and thereby presenting the end-user 

with a seamless transition across applications. NCP 

also provides as part of its core deployment a set of 

shared UI capabilities supporting login, a 

cross-application dashboard (landing page) where 

users can track platform activities of interest, and 

administrative functions such as user and role 

management.  

Cloud Platform Independence
Nurocor has taken care to ensure that NCP can 

leverage advanced cloud platform services while at 

the same time preserving its independence from 

specific cloud platform lockdown mechanisms. While 

NCP can and does use cloud-hosted services (e.g., 

Amazon’s RDS for PostgreSQL) where appropriate, it 

is not tied to those services. Likewise, all deployment 

images are based on purely open source executables 

such as Ubuntu Linux rather than being tied to a 

cloud-specific version of such executables. This gives 

Nurocor and its customers and partners the 

flexibility to deploy to any modern cloud platform. 

Scalability, Resiliency
and Security

Docker/Kubernetes Deployment 
Backbone
A key aspect to any enterprise-class software 

platform is effective DevOps execution – how 

does an IT organization efficiently deploy and 

manage the various components making up the 

platform to support the demanding Service-Level 

Agreement (SLA) criteria expected by large 

enterprises? To support such demanding 

requirements for application deployment and 

delivery, the software industry has largely 

coalesced around the combination of stateless 

containerized executable instances (Docker) 

managed by a robust container orchestration and 

automation platform (Kubernetes), and Nurocor 

is no different in this regard. 

Docker containers provide the common 

deployment element for NCP’s 

Kubernetes-managed instances. Each NCP UI 

application, microservice or other executable 

element is built as a Docker container that 

includes the base operating system (Linux in the 

case of Nurocor-provided microservices and UI 

applications) along with any other runtime 

components necessary for its operation. 

Deployment-specific aspects (such as 

connectivity to a microservice’s underlying 

persistence store) are specified via parameterized 

Docker-specific deployment documents that in 

turn consume a set of NCP-instance-specific 

parameters. This abstracted deployment approach 

enables Nurocor to quickly specify and create a 

new NCP instance on demand for cloud-based 

installations. On premises installations may require 

a bit more up-front configuration to align with 

enterprise infrastructure and deployment 

practices, but once this initial setup work is 

completed, further installation management 

becomes very straightforward.

The Kubernetes runtime platform is designed to 

work with containerized deployment images 

(Docker being the primary example). Kubernetes 

provides robust support for secure API registration 

and interservice communication, automated 

instance monitoring (including restart of failing 

instances), cluster management for purposes of 

scalability, and a common means of configuring 

deployments in a templatized manner to easily 

support cloud-hosted (both Nurocor-based and 

customer-specific) and traditional on premises 

deployments. This layered template approach 

allows Nurocor to precisely control variable 

elements of platform deployment at multiple levels, 

fine-tuning each NCP instance to specific customer 

needs and expectations.

Support for Synchronous (HTTP) and 
Asynchronous (AMQP) Communications
While Kubernetes provides a private (10.x.x.x) IP 

network suitable for secure HTTP-based 

synchronous interservice communications as part 

of its base deployment, there are scenarios where 

asynchronous communications between services is 

a preferred or even necessary model. To this end, 

every NCP installation is deployed with a dedicated 

RabbitMQ instance thereby facilitating 

AMQP-based publish/subscribe (“pub/sub”) and 

asynchronous “set and forget” communications 

modes for NCP-deployed services. 

Pub/sub is particularly useful for loosely coupled 

cross-service updates; e.g., microservice A 

persists an update to a business object of general 

interest and publishes the particulars of that 

update to an AMQP topic. Other microservices 

(e.g., microservice B) interested in such an 

update register a subscription to that topic with 

the RabbitMQ instance at startup time and 

subsequently receive any notifications sent to 

that topic as appropriate. For example, the NCP 

Notification service subscribes to a designated 

well-known “notification item” topic; other NCP 

microservices can publish messages to this topic 

when actions of potentially broader interest 

have occurred, with the Notification service 

responsible for managing the various channels 

(e.g., email, collaboration platform team/channel, 

NCP dashboard) that various users have 

registered as their preferred notification paths. 

RabbitMQ’s guaranteed delivery mechanism 

relieves the publisher of all further 

responsibilities for the emitted message once it 

receives initial acknowledgement of message 

receipt. Of particular note is that such 

communications readily enable incremental 

expansion of NCP platform capabilities; each 

new microservice simply publishes to and 

registers for its topics of interest and acts on 

topic activity per its functional responsibilities. 

The publisher need not have any awareness of 

message consumers; it simply emits relevant 

messages as appropriate for the underlying 

microservice activity. The subscriber need not 

have any awareness of the specific microservice 

which emitted any one specific message for a 

designated topic; it simply acts on the message per 

its topic responsibilities.  

Set and forget asynchronous messaging supports 

another use case that is particularly important to 

regulated industries such as pharmaceuticals. FDA 

regulation 21 CFR Part 11 mandates that all 

business activities affecting the clinical development 

lifecycle produce audit trail entries documenting 

what activity occurred, who executed the activity 

and when the activity was executed. To fulfill this 

mandate, an NCP microservice simply sends an 

appropriate audit message to the RabbitMQ 

instance embedded within the NCP installation; 

once the microservice receives acknowledgement of 

message receipt from RabbitMQ it is assured that 

the associated audit record will eventually be 

persisted per 21 CFR Part 11 requirements.

Secure API Gateway Perimeter
As an API-driven platform, NCP must of course 

provide external access to microservice APIs both 

for use by NCP UI applications as well as for 

cross-platform integration purposes (e.g., 

rules-driven clinical data transformation engines 

converting study collection data to tabulation and/or 

analysis datasets). To support these requirements, 

Nurocor has developed a lightweight API Gateway 

component that is deployed as part of every NCP 

instance. This API Gateway component supports 

three key capabilities:

 • Secure API perimeter for server-side functional 

and utility microservices

 • Flexible user authentication via a pluggable 

authentication framework

 • GraphQL federation as described previously 

in the API-Driven section above

As part of its implementation, the NCP API 

Gateway takes advantage of robust Node.js 

open source components for API security and 

user authentication. The API Gateway serves as 

an SSL termination point for inbound API calls, 

ensuring encrypted communications outside of 

the Kubernetes-enabled NCP secure zone (i.e., 

private IP network). All incoming API calls must 

include valid NCP user credentials or the API 

Gateway will reject the invocation (more on how 

the API Gateway manages user credentials in 

the Pluggable Authentication section below). 

Once the API Gateway has determined that the 

invocation is valid, it forwards the call to the 

correct microservice (which has previously 

registered its externally-exposed APIs with the 

gateway during platform startup) via HTTP over 

the Kubernetes-provided internal network, 

passing an NCP-specific user token which the 

target microservice uses to confirm that the 

requesting user has the appropriate role or roles 

required to execute the requested operation.

Pluggable Authentication
Secure and reliable user authentication is a 

critical element of platform security. As is the 

case with all modern application platforms, the 

NCP API Gateway delegates authentication 

responsibility to an external authority. Through 

the Strategy design pattern as implemented by 

the open source authentication component 

embedded within the API Gateway, NCP 

supports over a dozen authentication methods 

ranging from direct LDAP integration to 

SAML-based SSO, OpenID, OAuth 2.0 and other 

externalized Identity Provider (IDP) techniques. 

Once a user credential has been validated (either via 

direct LDAP-based login or SSO-based redirection to 

an IDP), the API Gateway converts the associated 

userid and other session-specific parameters into a 

JSON Web Token (JWT) for use by the NCP UI or 

other external client. It then becomes the client’s 

responsibility to maintain the JWT in encrypted 

form and include it in all API calls for the duration of 

the user session.

Modern Platform Administration Tools
As shown in the previous sections of this whitepaper, 

Nurocor is a strong believer in not reinventing the 

wheel when suitable technologies exist in the open 

source community. This mindset extends to NCP 

instance administration. The Rancher open source 

project provides a highly capable browser-based UI 

console for administering Kubernetes installations. 

Likewise, Kibana is an ideal UI client for accessing 

Elasticsearch-persisted NCP Platform logs (both 

audit and technical/debug).

For Nurocor-hosted NCP instances, these 

administrative tools sit alongside the broad range of 

administrative capabilities provided by Amazon Web 

Services. For example, Amazon’s PostgreSQL RDS 

provides configurable automated backup facilities 

that greatly simplify Nurocor’s ability to meet any 

customer’s Recovery Point mandate within an 

agreed-to SLA. 

Openness and pluggability

Loosely Coupled Integration via APIs
All NCP APIs externalized via the API Gateway 

are available for partner and customer 

integration. Software providers such as 

Accenture and eClinical Solutions currently take 

advantage of this ready access to NCP content, 

and many Nurocor customers also implement 

special-purpose utilities using these APIs 

(including SQL read-only data views where 

available). NCP microservices also directly 

integrate via API calls with partner platforms 

such as Medidata Rave and Pinnacle 21. When 

integrating with products lacking support for 

direct API-based access, NCP produces exports 

in both industry standard (e.g., ODM, Define.xml 

and RDF) and product specific (e.g., Medidata 

Rave ALS and Oracle Inform CSML) formats.

Internal Platform Integration via Shared 
Utility Microservices and UI Components
NCP is designed from the ground up to support 

seamless deep integration. As the platform 

matures, Nurocor will fully document all utility 

microservices such as Log/Audit, Notification, 

Role-Based Access Control (RBAC), and 

Workflow for use by partner and customer 

functional microservices. In addition, partners 

and customers choosing Java or Node.js as their 

implementation language will be able to base 

their microservices on prebuilt frameworks 

as discussed previously in the Support for 

Multiple Programming Languages section 

above, and they will have direct access to the 

shared persistence options provided by the 

platform. Lastly, customers and partners can 

choose to directly integrate with NCP at the 

UI level by taking advantage of the 

Vue-based UI integration library described in 

Seamless Cross-App Navigation Through 

Common UI Framework. 
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Conclusion

Nurocor’s NCP provides industry-leading clinical 

lifecycle capabilities in a robust and future-proof 

shared platform. Leveraging leading open source 

products and components, Nurocor delivers on 

the principles of modularity and flexibility; 

scalability, resiliency and security; and openness 

and pluggability in a well-integrated package 

deployable in the cloud or on-premises.

Secure Zone Communication HTTP/AMQP (RabbitMQ) 



Microservice-Based Architecture
Microservices emerged onto the software 

engineering forefront in the early 2010s as an 

alternative to more traditional monolithic 

development approaches. The core principle 

behind a microservice-based architecture is 

separation of concerns – each microservice has 

full responsibility for a cohesive set of objects and 

delivers capabilities supporting the creation and 

use of those objects via well-defined APIs. While 

microservices can (and typically do) establish 

dependencies on other microservices deployed 

within a microservice-based platform, each 

microservice is an independently deployable unit. 

A microservice architecture inherently leads to an 

incremental development approach, with multiple 

teams building out platform capabilities in parallel. 

Such an architectural approach is ideally suited for 

modern Continuous Integration/Continuous 

Delivery (CI/CD) development techniques, as each 

team is free to update its microservice 

independently of all other teams throughout the 

development cycle as long as that microservice 

adheres to its previously agreed-to API contract. 

Thus, microservice-based architectures are 

invariably coupled with agile test-driven 

development methodologies where all newly 

committed code is accompanied by a suite of 

automated tests run with every build to ensure 

contract conformance. Nurocor conforms to these 

principles throughout its development and 

delivery of NCP.

Support for Multiple
Programming Languages
Because each microservice is independently 

developed and deployed, a microservice 

architecture inherently enables support for 

multiple programming languages, thereby allowing 

each team to select a language of choice best 

suited to their development needs. One key 

benefit of this flexibility is the ability to choose 

from the wide range of available language-specific 

open source projects free from language 

constraints when making initial design decisions 

for a particular microservice. The Nurocor team is 

proficient in Java and Node.js and so has 

developed NCP microservices based on those 

languages, but there is nothing preventing Nurocor 

(or its partners and customers) from selecting 

alternative languages for future microservice 

development. As part of its support for Java and 

Node.js, Nurocor has developed baseline 

microservice frameworks for each language that 

serve as templates for development teams 

beginning development of a new microservice. 

Such templates ensure consistency in 

development approach and increase development 

velocity as no time is spent reinventing the wheel 

for core microservice facilities.

Choice of Data Persistence Platforms
Another benefit of a microservice-based 

architecture is the freedom given to each 

microservice team to select an appropriate 

technology for persisting its data. NCP provides 

PostgreSQL (relational), ElasticSearch (document) 

and ArangoDB (document/graph blend) instances 
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with each deployment, with near-term plans to add 

support for an RDF Triple Store (graph) persistence 

platform to the mix. All persistence platforms installed 

with an NCP instance are sharable across multiple 

microservices, with each microservice maintaining its 

own data partition according to the mechanisms 

supported by the selected platform. By providing 

relational, document-oriented, and graph-oriented 

persistence platforms out of the box, NCP ensures 

that each microservice is free to implement its data 

model in the most efficient manner based on the 

requirements placed on that microservice.

API-Driven
NCP microservices need to communicate with each 

other and, as one would expect from a modern 

application platform, they do so via API calls. NCP 

microservices are “GraphQL first” in nature, exposing 

core Create/Read/Update/Delete (CRUD) actions on 

their business objects via GraphQL queries and 

mutations. GraphQL, originally developed by 

Facebook as part of its microservice-based platform 

architecture, provides two important features that 

make it especially well-suited for such development:

 • Federation: GraphQL supports the concept of API 

federation, where each microservice contributes 

its business object declarations to an 

all-encompassing graph spanning the entire set of 

business objects deployed into the platform. As 

each new microservice is deployed into the 

platform, it augments this object graph with the 

new objects for which it has responsibility. A 

GraphQL API consumer can in turn initiate a 

single API query that spans as much of the graph 

as is needed, with server-side infrastructure 

efficiently merging the content to support the 

API request.

 • Field (Attribute) Selectivity: as a natural 

complement to business object federation, 

GraphQL also allows API consumers to 

precisely identify which object fields 

(attributes) are to be returned in query 

results. This eliminates the potential concern 

of very large datasets being returned to the 

client in response to a broad query 

invocation, while at the same time 

eliminating the need to implement multiple 

purpose-specific APIs supporting various 

combinations of object content to suit the 

needs of the client.  

While GraphQL is appropriate for most 

microservice APIs within NCP, there are cases 

where more traditional REST-oriented APIs are 

more suitable. Each microservice team 

determines the best combination of APIs to 

support the delivery of its capabilities. 

Seamless Cross-App Navigation 
Through a Common UI Framework
Up to this point our discussion has been focused 

on what is traditionally referred to as the server 

side, or backend of an application. NCP ensures 

clear separation of presentation from business 

logic through a set of Node.js-based applications 

exposed to browser-based end users, each of 

which securely communicates with underlying 

microservices via APIs. All app-to-microservice 

calls pass through a purpose-built API Gateway 

included as part of the NCP core (more on this 

topic later in the whitepaper). Each UI 

application is deployed as a peer element within 

a consolidated UI framework, sharing common 

look-and-feel and navigational elements via 

incorporation of Vue-based shared UI library 

components and thereby presenting the end-user 

with a seamless transition across applications. NCP 

also provides as part of its core deployment a set of 

shared UI capabilities supporting login, a 

cross-application dashboard (landing page) where 

users can track platform activities of interest, and 

administrative functions such as user and role 

management.  

Cloud Platform Independence
Nurocor has taken care to ensure that NCP can 

leverage advanced cloud platform services while at 

the same time preserving its independence from 

specific cloud platform lockdown mechanisms. While 

NCP can and does use cloud-hosted services (e.g., 

Amazon’s RDS for PostgreSQL) where appropriate, it 

is not tied to those services. Likewise, all deployment 

images are based on purely open source executables 

such as Ubuntu Linux rather than being tied to a 

cloud-specific version of such executables. This gives 

Nurocor and its customers and partners the 

flexibility to deploy to any modern cloud platform. 

Scalability, Resiliency
and Security

Docker/Kubernetes Deployment 
Backbone
A key aspect to any enterprise-class software 

platform is effective DevOps execution – how 

does an IT organization efficiently deploy and 

manage the various components making up the 

platform to support the demanding Service-Level 

Agreement (SLA) criteria expected by large 

enterprises? To support such demanding 

requirements for application deployment and 

delivery, the software industry has largely 

coalesced around the combination of stateless 

containerized executable instances (Docker) 

managed by a robust container orchestration and 

automation platform (Kubernetes), and Nurocor 

is no different in this regard. 

Docker containers provide the common 

deployment element for NCP’s 

Kubernetes-managed instances. Each NCP UI 

application, microservice or other executable 

element is built as a Docker container that 

includes the base operating system (Linux in the 

case of Nurocor-provided microservices and UI 

applications) along with any other runtime 

components necessary for its operation. 

Deployment-specific aspects (such as 

connectivity to a microservice’s underlying 

persistence store) are specified via parameterized 

Docker-specific deployment documents that in 

turn consume a set of NCP-instance-specific 

parameters. This abstracted deployment approach 

enables Nurocor to quickly specify and create a 

new NCP instance on demand for cloud-based 

installations. On premises installations may require 

a bit more up-front configuration to align with 

enterprise infrastructure and deployment 

practices, but once this initial setup work is 

completed, further installation management 

becomes very straightforward.

The Kubernetes runtime platform is designed to 

work with containerized deployment images 

(Docker being the primary example). Kubernetes 

provides robust support for secure API registration 

and interservice communication, automated 

instance monitoring (including restart of failing 

instances), cluster management for purposes of 

scalability, and a common means of configuring 

deployments in a templatized manner to easily 

support cloud-hosted (both Nurocor-based and 

customer-specific) and traditional on premises 

deployments. This layered template approach 

allows Nurocor to precisely control variable 

elements of platform deployment at multiple levels, 

fine-tuning each NCP instance to specific customer 

needs and expectations.

Support for Synchronous (HTTP) and 
Asynchronous (AMQP) Communications
While Kubernetes provides a private (10.x.x.x) IP 

network suitable for secure HTTP-based 

synchronous interservice communications as part 

of its base deployment, there are scenarios where 

asynchronous communications between services is 

a preferred or even necessary model. To this end, 

every NCP installation is deployed with a dedicated 

RabbitMQ instance thereby facilitating 

AMQP-based publish/subscribe (“pub/sub”) and 

asynchronous “set and forget” communications 

modes for NCP-deployed services. 

Pub/sub is particularly useful for loosely coupled 

cross-service updates; e.g., microservice A 

persists an update to a business object of general 

interest and publishes the particulars of that 

update to an AMQP topic. Other microservices 

(e.g., microservice B) interested in such an 

update register a subscription to that topic with 

the RabbitMQ instance at startup time and 

subsequently receive any notifications sent to 

that topic as appropriate. For example, the NCP 

Notification service subscribes to a designated 

well-known “notification item” topic; other NCP 

microservices can publish messages to this topic 

when actions of potentially broader interest 

have occurred, with the Notification service 

responsible for managing the various channels 

(e.g., email, collaboration platform team/channel, 

NCP dashboard) that various users have 

registered as their preferred notification paths. 

RabbitMQ’s guaranteed delivery mechanism 

relieves the publisher of all further 

responsibilities for the emitted message once it 

receives initial acknowledgement of message 

receipt. Of particular note is that such 

communications readily enable incremental 

expansion of NCP platform capabilities; each 

new microservice simply publishes to and 

registers for its topics of interest and acts on 

topic activity per its functional responsibilities. 

The publisher need not have any awareness of 

message consumers; it simply emits relevant 

messages as appropriate for the underlying 

microservice activity. The subscriber need not 

have any awareness of the specific microservice 

which emitted any one specific message for a 

designated topic; it simply acts on the message per 

its topic responsibilities.  

Set and forget asynchronous messaging supports 

another use case that is particularly important to 

regulated industries such as pharmaceuticals. FDA 

regulation 21 CFR Part 11 mandates that all 

business activities affecting the clinical development 

lifecycle produce audit trail entries documenting 

what activity occurred, who executed the activity 

and when the activity was executed. To fulfill this 

mandate, an NCP microservice simply sends an 

appropriate audit message to the RabbitMQ 

instance embedded within the NCP installation; 

once the microservice receives acknowledgement of 

message receipt from RabbitMQ it is assured that 

the associated audit record will eventually be 

persisted per 21 CFR Part 11 requirements.

Secure API Gateway Perimeter
As an API-driven platform, NCP must of course 

provide external access to microservice APIs both 

for use by NCP UI applications as well as for 

cross-platform integration purposes (e.g., 

rules-driven clinical data transformation engines 

converting study collection data to tabulation and/or 

analysis datasets). To support these requirements, 

Nurocor has developed a lightweight API Gateway 

component that is deployed as part of every NCP 

instance. This API Gateway component supports 

three key capabilities:

 • Secure API perimeter for server-side functional 

and utility microservices

 • Flexible user authentication via a pluggable 

authentication framework

 • GraphQL federation as described previously 

in the API-Driven section above

As part of its implementation, the NCP API 

Gateway takes advantage of robust Node.js 

open source components for API security and 

user authentication. The API Gateway serves as 

an SSL termination point for inbound API calls, 

ensuring encrypted communications outside of 

the Kubernetes-enabled NCP secure zone (i.e., 

private IP network). All incoming API calls must 

include valid NCP user credentials or the API 

Gateway will reject the invocation (more on how 

the API Gateway manages user credentials in 

the Pluggable Authentication section below). 

Once the API Gateway has determined that the 

invocation is valid, it forwards the call to the 

correct microservice (which has previously 

registered its externally-exposed APIs with the 

gateway during platform startup) via HTTP over 

the Kubernetes-provided internal network, 

passing an NCP-specific user token which the 

target microservice uses to confirm that the 

requesting user has the appropriate role or roles 

required to execute the requested operation.

Pluggable Authentication
Secure and reliable user authentication is a 

critical element of platform security. As is the 

case with all modern application platforms, the 

NCP API Gateway delegates authentication 

responsibility to an external authority. Through 

the Strategy design pattern as implemented by 

the open source authentication component 

embedded within the API Gateway, NCP 

supports over a dozen authentication methods 

ranging from direct LDAP integration to 

SAML-based SSO, OpenID, OAuth 2.0 and other 

externalized Identity Provider (IDP) techniques. 

Once a user credential has been validated (either via 

direct LDAP-based login or SSO-based redirection to 

an IDP), the API Gateway converts the associated 

userid and other session-specific parameters into a 

JSON Web Token (JWT) for use by the NCP UI or 

other external client. It then becomes the client’s 

responsibility to maintain the JWT in encrypted 

form and include it in all API calls for the duration of 

the user session.

Modern Platform Administration Tools
As shown in the previous sections of this whitepaper, 

Nurocor is a strong believer in not reinventing the 

wheel when suitable technologies exist in the open 

source community. This mindset extends to NCP 

instance administration. The Rancher open source 

project provides a highly capable browser-based UI 

console for administering Kubernetes installations. 

Likewise, Kibana is an ideal UI client for accessing 

Elasticsearch-persisted NCP Platform logs (both 

audit and technical/debug).

For Nurocor-hosted NCP instances, these 

administrative tools sit alongside the broad range of 

administrative capabilities provided by Amazon Web 

Services. For example, Amazon’s PostgreSQL RDS 

provides configurable automated backup facilities 

that greatly simplify Nurocor’s ability to meet any 

customer’s Recovery Point mandate within an 

agreed-to SLA. 

Openness and pluggability

Loosely Coupled Integration via APIs
All NCP APIs externalized via the API Gateway 

are available for partner and customer 

integration. Software providers such as 

Accenture and eClinical Solutions currently take 

advantage of this ready access to NCP content, 

and many Nurocor customers also implement 

special-purpose utilities using these APIs 

(including SQL read-only data views where 

available). NCP microservices also directly 

integrate via API calls with partner platforms 

such as Medidata Rave and Pinnacle 21. When 

integrating with products lacking support for 

direct API-based access, NCP produces exports 

in both industry standard (e.g., ODM, Define.xml 

and RDF) and product specific (e.g., Medidata 

Rave ALS and Oracle Inform CSML) formats.

Internal Platform Integration via Shared 
Utility Microservices and UI Components
NCP is designed from the ground up to support 

seamless deep integration. As the platform 

matures, Nurocor will fully document all utility 

microservices such as Log/Audit, Notification, 

Role-Based Access Control (RBAC), and 

Workflow for use by partner and customer 

functional microservices. In addition, partners 

and customers choosing Java or Node.js as their 

implementation language will be able to base 

their microservices on prebuilt frameworks 

as discussed previously in the Support for 

Multiple Programming Languages section 

above, and they will have direct access to the 

shared persistence options provided by the 

platform. Lastly, customers and partners can 

choose to directly integrate with NCP at the 

UI level by taking advantage of the 

Vue-based UI integration library described in 

Seamless Cross-App Navigation Through 

Common UI Framework. 

Conclusion

Nurocor’s NCP provides industry-leading clinical 

lifecycle capabilities in a robust and future-proof 

shared platform. Leveraging leading open source 

products and components, Nurocor delivers on 

the principles of modularity and flexibility; 

scalability, resiliency and security; and openness 

and pluggability in a well-integrated package 

deployable in the cloud or on-premises.
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